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AI vs. AI + Browser:
Defense against AI-augmented 
Social Engineering on the Web
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From Unit 42 investigations

● Identity-based phishing and other social engineering remain the leading drivers of 
modern breaches (33%)

● Nearly half incident response engagements involve browser-based activity (48%) 

Global Incident Response Report 2026
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My Experience

Oleksii “Alex” Starov, Sr. Research Manager at 
Palo Alto Networks, leads Web Security 
Research—a brilliant team of researchers 
innovating malicious URL detection
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Attacks
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How does a “modern” phishing web page look like?
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How does a “modern” phishing look like? (Depends on who is looking… )
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Security crawlers may also see prompt injections*
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Classic phishing: which one is mcrsfts-passwdupdate[.]xyz?              (~2018) 
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Modern phishing: MitM kits & PhaaS boom                                    (2021-2022)

Evilginx, EvilProxy, etc.

https://catching-transparent-phish.github.io/
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Post-modern phishing: A high variety of malicious actions 
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Post-modern phishing: A high variety of targeted brands
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Post-modern phishing: A high variety of baits and lures
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Post-postmodern phishing: ???

[Image Source: Generated with Nano Banana Pro]
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Two Main Trends are augmented with AI

Increase in scale, speed and diversity

Obfuscation and evasion techniques 

Modern “phishing” attacks are highly-evasive “social engineering” attacks
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Obfuscate

ATTACK 1
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Instead of creating brand new malware samples, can attackers effectively 
obfuscate and modify existing ones? 
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Greedy JavaScript rewriting algorithm
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Greedy JavaScript rewriting algorithm

DLS 2021
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Examples of rewriting prompts
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Example of a phishing JavaScript                                            13 on VirusTotal



© 2026 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Greedy rewriting algorithm step 1: Minification
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Greedy rewriting algorithm step 2: String splitting
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Greedy rewriting algorithm step 3: Variable renaming           0 on VirusTotal
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LLM-based obfuscation vs. Off-the-shelf tools

Tool-based obfuscation is more random, more easily fingerprintable
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Generate 

ATTACK 2
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Workflow of the POC phishing attack
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Translating Malicious JavaScript Code Into LLM prompts: Request
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Translating Malicious JavaScript Code into LLM prompts: Response
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Executing Malicious Scripts at Runtime

● Tested on Google Gemini, DeepSeek, 
and other popular models

● Possible to use more advanced prompt 
jailbreaking techniques if necessary

● Malicious functionality can be further 
fragmented into separate prompts
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Defences
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Key steps to upgrading defenses

Step 1: Advanced detection models

● Leverage adversarial training

● Focus on “social engineering” signals

Step 2: Gaining runtime visibility

● Cover “last-mile” threats

● Protect patient zeros
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Advanced detection models
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● We observe +10% increase in the real-world detection coverage of phishing JavaScript 
● Capturing evaluation of known malicious scripts (e.g., new exfiltration functionality)

Adversarial training using LLM-rewritten samples 
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Using LLMs to incorporate “social engineering” signals

Case Study: Deepfake-powered Scam Campaigns

1. Audio transcript analysis for promoting scam

2. Identity analysis: video has celebrity or public figure?

LLMs + Web search + RAG database

3. Consider other context and page signals

4. (Optional) video/audio is AI generated?
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Gaining runtime visibility
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More on runtime assembly attacks: Generalizing the problem  

● 36% of malicious web pages exhibit runtime-assembly behavior in the browser (e.g., “eval”)
● >56% in terms of unique detected malicious JavaScripts

 Challenging detection even for inline and real-time network analyzers
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More on runtime assembly attacks: Script fragmentation

1. Encode 2. Split & deliver 
in chunks  
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Assemble in the 
Browser

Execute!
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More attacks at the 
browser edge Techniques Example Web artifacts

Runtime-assembly
● Fragmented scripts
● Decrypted code/HTML
● …
● LLM generation

● Campaigns executing 
decrypted JavaScript
[1, 2]

✅   Runtime JavaScript

✅   Final DOM

Runtime-rendering 
(visual)

● Canvas phishing (noVNC)
● Image overlays
● BitB attacks
● …

● EvilnoVNC phishing kit ✅   Screenshots

Covert delivery 
channels

● WebSocket delivery
● WebSocket exfiltration
● Push-notifications
● Cloaking redirects
● …

● Tycoon PhaaS
● Etherhiding attacks

✅   All the traffic

✅   Redirection chains

Blending with 
benign content

● SaaS phishing
● Compromised websites
● …

● Oauth phishing [3] ✅   All the content
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Solution: a vantage point with runtime visibility 

Bringing crawling-based detection capabilities inline

● Detect “patient-zero” attacks
● Bypass malicious cloaking
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Bonus
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BONUS: Secure browser itself, against malicious browser extensions

AI generated code
[1]

"Flip-to-clean" tactics
[2]

Side-loaded impersonation
[3]
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Conclusion

● The Threat: 
○ Modern AI-augmented phishing increases in scale and diversity
○ Attackers use AI for obfuscation and runtime-assembly evasion
○ Defenders must stop these “patient zero” attacks

● The Solutions:
○ Advanced detection models: Adversarial training + Context-aware social engineering signals
○ Runtime inspection: An in-browser vantage point for full page rendering visibility
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Thank You
paloaltonetworks.com
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Contact: https://www.cyberphilosopher.org/ 


