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Abstract—The widespread enforcement of email authentication
mechanisms such as SPF, DKIM, and DMARC by major email
providers has become a cornerstone in the fight against email
spoofing. However, since these policies have been rigorously
checked in practice, a paradoxical problem has emerged: emails
that are correctly authenticated and fully compliant with all
policies are nevertheless rejected. In particular, femp errors
appear to occur arbitrarily and can account for substantial
email delivery failures. To date, no systematic explanation for
this phenomenon has been provided.

In this paper, we present the first comprehensive study that
shows that these errors are not caused by the authentication
mechanisms themselves, but by limitations and failures in the
underlying DNS infrastructure. Our measurements reveal that
the DNS zones of some—especially large—organizations are
overcrowded with TXT records used for domain verification.
We show that the resulting number and size of DNS records
can directly interfere with SPF evaluation, leading to rejected
emails. Furthermore, we identify issues in the DNS infrastructure
of Amazon Web Services, where oversized DNS responses can
trigger errors and, consequently, render emails undeliverable.

Beyond SPF, we show that DKIM configurations also con-
tribute to delivery failures: RSA Kkey lengths exceeding 2000
bits—despite being considered state of the art—can already
result in non-delivery due to excessively large DNS responses.
Finally, we are the first to uncover that Microsoft’s Exchange
Online infrastructure exhibits shortcomings in handling long
DNS responses, which explains a significant number of email
delivery failures, particularly for large enterprises with extensive
DNS configurations.

Overall, our findings provide a new perspective on the relia-
bility of modern email authentication and demonstrate that DNS
scalability and implementation limitations represent a critical,
yet previously overlooked, root cause of authentication-related
email delivery failures.

I. INTRODUCTION

The Domain Name System (DNS) is a foundational com-
ponent of the Internet, providing a distributed, hierarchical
naming service that maps human-readable domain names to
network resources. Designed for scalability and performance
rather than strong security guarantees, DNS has nevertheless
evolved into a critical infrastructure element that many modern
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security mechanisms depend upon. Over the past years, an
increasing number of security approaches—particularly in the
email ecosystem—have begun to rely on DNS as a trusted aux-
iliary channel or “second factor” for publishing authentication
data.

Sender Policy Framework (SPF) uses DNS TXT records
to designate which mail servers are authorized to send email
on behalf of a domain, allowing receivers to detect forged
sender addresses. DomainKeys Identified Mail (DKIM) simi-
larly stores public keys in DNS, enabling mail transfer agents
to verify cryptographic signatures attached to outgoing mes-
sages. DNS-Based Authentication of Named Entities (DANE)
leverages DNSSEC to bind TLS certificates to domain names,
providing authenticated key material that can strengthen or
even replace traditional public key infrastructures in email
transport security.

While these mechanisms differ in design and purpose, they
share a common dependency: the correctness, availability, and
integrity of DNS data. As a result, the security of email
authentication increasingly hinges on the reliable operation
of the DNS itself. This growing reliance underscores the
need to closely examine DNS behavior and its impact on the
robustness of higher-layer security protocols.

In this paper, we show how DNS problems lead to undeliver-
ability problems in the email ecosystem. While it is a positive
development that big email providers like Google, Yahoo, and
Microsoft keep strengthening the requirements regarding email
authentication via SPF and DKIM, we notice that the practice
is not yet ready for a strict enforcement. Email deliverability
experts have been noticing that there is an increased number
of emails that cannot be delivered to recipients even though
all the proposed security mechanisms are in place.

A. Contribution

We are the first to pinpoint the problems of an increasing
number of undeliverable authenticated emails occurring in
practice today. By investigating different email delivery sce-
narios and looking at DMARC reports in more detail, we are
able to pinpoint the problems to the DNS. While the majority
of emails is handled by a minority of big email providers
worldwide and one might expect that these email providers
have a strong technical basis, we show that this is not the
case.



To the best of our knowledge, we are the first to show that
the common practice of putting too much data into the DNS
(in the form of TXT entries) results in higher error rates of
email authentication with SPF. Moreover, we are the first to
find that Microsoft has problems with EDNS in its popular Ex-
change Online service, reinforcing the authentication problem.
Furthermore, we show that state-of-the-art key sizes for DKIM
also yield higher error rates in practice, giving administrators
reasons to rely on shorter, more insecure key sizes in order
not to endanger email deliverability.

B. Paper Outline

The remainder of this paper is structured as follows. In
Sect. II, we give a brief overview of state-of-the-art email
authentication mechanisms. In Sect. III we present our inves-
tigation of the implementation of the mechanisms in practice
and the respective results, before presenting possible solutions
to the problems in Sect. IV. Related work is presented in
Sect. V before we conclude the paper in Sect. VL.

II. BACKGROUND

The Domain Name System (DNS) is a foundational com-
ponent of the Internet, providing a distributed, hierarchical
naming service that maps domain names to IP addresses [1].
Over the past decades, DNS has evolved from a mere
name—to—address directory into a versatile metadata distribu-
tion and verification channel. Today, DNS serves as a second-
factor or out-of-band trust anchor for numerous security
mechanisms, including certificate issuance (e.g., ACME DNS-
01 challenges) [2], domain authorization, and a wide range
of email authentication schemes such as SPF, DKIM, and
DMARC [3], [4], [5].

Many of these techniques rely on the 7X7T record
type—chosen for its flexibility and universal support across
DNS software and hosting providers. As a result, large en-
terprises commonly accumulate tens or even hundreds of
TXT records for different services and verifications [6]. This
trend significantly increases the likelihood of oversized DNS
responses.

A. DNS Response Sizes, EDNS(0), and DNS Flag Day

Traditional DNS over UDP limited the response sizes to 512
bytes [1]. Beyond this threshold, responses could be truncated,
requiring resolvers to retry the query over TCP—an approach
that introduces latency and operational overhead. With TXT-
heavy domains becoming widespread, large DNS responses
became the norm rather than the exception.

To address these limitations, the DNS community intro-
duced EDNS(0) in RFC 2671 (later obsoleted and refined in
RFC 6891) [7], allowing resolvers and servers to negotiate
larger UDP payload sizes (commonly 1232 bytes). EDNS(0)
also enabled additional features, such as extended return codes
and optional data.

However, inconsistent EDNS support across implementa-
tions led to interoperability failures. This motivated several

DNS Flag Day initiatives, coordinated by major DNS op-
erators, resolver developers, and vendors. DNS Flag Day
2019 and subsequent efforts collectively enforced standards
compliance by assuming correct EDNS behavior and no longer
accommodating noncompliant servers [8]. This shift improved
predictability and performance for large DNS responses—an
increasingly important factor as TXT-based security mecha-
nisms proliferate.

B. DNS-Based Email Authentication:
DMARC

1) Sender Policy Framework (SPF): SPF allows domain
owners to publish which mail servers are authorized to send
messages on their behalf. The policy is stored in a DNS
TXT record [3], which specifies mechanisms and modifiers
that describe valid sending hosts. During email reception, the
receiving Mail Transfer Agent (MTA) queries the domain’s
SPF record and verifies whether the sender’s IP address is
authorized. Complex sending infrastructures often lead to
complex SPF records with multiple includes, increasing DNS
response sizes.

2) DomainKeys Identified Mail (DKIM): DKIM provides
cryptographic validation of email authenticity via digital sig-
natures. The sending domain publishes the public key in a
TXT record under a selector-specific subdomain (e.g., se-
lector._domainkey.example.com) [4]. Each outgoing email is
signed with a private key, and receiving MTAs fetch the public
key from the DNS to verify the signature. Longer key sizes,
key-rotation strategies, and parallel deployment of multiple
selectors often lead to additional DNS overhead.

SPE  DKIM, and

3) Domain-based Message Authentication, Reporting, and
Conformance (DMARC): DMARC is based on SPF
and DKIM to define domain-level policies on how re-
ceivers should treat failed authentication results [5]. Do-
main administrators publish DMARC policies in a TXT
record at _dmarc.example.com, specifying alignment require-
ments, reporting endpoints, and desired handling actions
(none/quarantine/reject). Like SPF and DKIM, DMARC in-
troduces additional metadata into DNS zones.

4) 2024 Provider Requirements by Google, Yahoo, and
Microsoft: In early 2024, major email providers—including
Google and Yahoo—announced new policies requiring that
bulk senders and many standard senders implement SPEF,
DKIM, and DMARC to reduce spam, spoofing, and
abuse [9], [10]. These requirements included authentication
alignment, rate limits, one-click unsubscribe mechanisms, and
improved domain hygiene. Domains lacking these DNS-based
authentication mechanisms would face message rejections or
reduced deliverability.

Microsoft similarly announced its intention to enforce
DMARC and related authentication technologies across its
email ecosystem, gradually tightening requirements to align
with Google and Yahoo’s 2024 standards [11]. These coordi-
nated industry moves further reinforce the central role of the
DNS as a security assertion channel—and, consequently, the



importance of robust handling of large DNS responses through
EDNS(0) and standards-compliant resolver behavior.

III. INVESTIGATION

After multiple reports from the email deliverability com-
munity (e.g., from different DMARC service providers in
Europe and the U.S., the certified senders alliance (CSA),
etc.) about an increasing number of inexplicably rejected
authenticated emails, we started an investigation by examining
the data provided by a big DMARC service provider that
serves many clients in Europe. We could confirm that there
was a percentage of emails—all of which were authenticated
with proper SPF, DKIM, and DMARC settings in place—sent
by different companies (the clients of the DMARC service
provider) to all kinds of receivers, that were rejected by the
receiving MTAs for no obvious reason. The DMARC reports,
which should indicate the reason for rejection, did not give any
indication, though, why these properly authenticated emails
from trusted sources have been rejected. Due to the lack of
information and the seemingly randomness of rejections, we
started to investigate to which extent we could assign the
problems to certain common email providers in a first step.

1) The Role of the Email Provider: The analysis of the
recipients of authenticated emails that were rejected with a
“temp error” revealed that the majority of these recipients
employed Microsoft as their email provider. At the same time,
we found that Google Mail recipients were not affected to
this extent. We decided to use these two email providers as
examples for an in-depth investigation to find out the cause for
the undeliverable emails. As Microsoft, Google, and Yahoo
are the biggest email providers worldwide, it is meaningful
to perform an analysis of two of these providers, while being
able to transfer the findings to other (smaller) email providers
as well.

A. Investigation Environment Setup

Our investigation environment is based on the following
setup. We developed a mail server based on the .NET library
of MailKit'. We pursued this approach to have full control
over the MTA. In particular, we needed to make sure that the
emails sent are consistent. For example, we used the same
DKIM signature several times to be able to exclude faults and
ensure comparability. The mail server is hosted on a popular
German hosting provider. The server is not listed as a spam
server and, thus, it can be excluded that emails get rejected
for spam reasons, for example. Moreover, the used domains
have been in active use by the DMARC service provider (with
whom we cooperate in this work) for several years and a huge
amount of emails are sent from these domains daily.

We used 6 different domains for our investigation, where
the domains’ authoritative DNS is operated by two different
DNS providers: AWS Route 53 (DNS server for Amazon Web
Services (AWS)) and Cloudflare.

Over the course of four months, we sent 109,649 identical
emails from the 6 different domains to email accounts hosted

Uhttps://www.nuget.org/packages/MailKit

by Microsoft and Google. As we expected that time could
play a role concerning the seemingly randomly occurring temp
errors in practice (e.g., because the mail volume is higher at
certain times of the day, leading to an overload), we sent the
test emails every hour. As DMARC reports are received on a
daily basis (without detailed times), we chose to use DKIM
selectors on a 3-hour basis to be able to investigate the times in
more detail. To get straight to the point, time does not matter
with regard to the temp errors, as we found.
All emails were sent with proper authentication settings that
should be accepted by receiving MTAs:
e SPF: The policy “v=spfl ip4:65.108.248.78 -all” was
used for all emails.
o DKIM: We used different DKIM selectors to be able to
test different RSA key lengths (1024 bit, 2048 bit, and

4096 bit).
e DMARC: The policy “v=DMARCI; p=reject;
rua=mailto:dmarc @rua.mailtower.app;” was used

for all emails.

We placed the DKIM keys directly in the DNS zone of our
domain, without a CNAME forwarding as done by Microsoft,
for example. This approach has the advantage that the public
key does not need to be requested via several DNS servers.

With this setup, we encountered a DKIM temp error rate that
matches the situation in practice as seen from the data provided
by the DMARC service provider (and being confirmed by the
deliverability community as well).

B. The Role of the DNS

During our investigation, we found that it made a difference
from which domains emails were sent. Thus, we suspected
that the handling of DNS responses by AWS Route 53
and Cloudflare could be different, potentially leading to the
seemingly random temp errors during the DKIM check on
the receiving mail server side. Fig. 1 shows the results of the
investigation.

In the next step, we therefore checked how far AWS
Route 53 and the Cloudflare Authoritative DNS Server
(nsl.cloudflare.com, ns2.cloudflare.com) behave differently
and found that Cloudflare does not include an Authority-
Section in their DNS responses—in contrast to AWS Route 53.
While AWS Route 53 is fully compliant with the “classical”
RFCs 1034 [1] and 1035 [12] by including the NS and SOA
records in the authority section, Cloudflare foregoes that and
stays with the (modern) principle of “minimal responses” from
RFC 2308 [13]. This principle is actually thought for negative
responses, but large DNS providers like Cloudflare, Google
Cloud DNS, etc. use this principle for positive responses as
well—mainly for reasons of DNS amplification attack pro-
tection. Keeping packet sizes smaller yields better efficiency
as fewer fragmentation is needed and stability over UDP is
increased. The received bytes shown in Fig. 2% indicate that the

Note that the error for DKIM selector 5 is due to the fact that we posed a
DNS query without using EDNS. As the response was greater than 512 bytes,
we received an error and no response. We did not allow the fallback to TCP
in order to test whether the request and response properly work via UDP.
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Fig. 1. DKIM Temp Errors depending on DNS Service Providers and DKIM Key Lengths (one month observation period).

difference between AWS Route 53 and Cloudflare responses
makes up 140 bytes.

It is striking that Cloudflare DNS responses thus do not need
EDNS (as the size is < 512 bytes) and AWS Route 53 DNS
responses do need EDNS—or otherwise, the DNS responses
would be truncated or a TCP fallback would be necessary.

We found that if the DNS resolver defines 1232 bytes, both
providers respond with a proper response via UDP. Without
the EDNS indication, the response is truncated by AWS Route
53. Moreover, all responses via UDP bigger than 2000 bytes
are truncated by Cloudflare, while everything properly works
via TCP. AWS Route 53, on the other hand, also responds
with DNS packets larger than 2000 bytes via UDP.

C. The Role of the Signature Keys

During our investigation, we found that the size of the
DKIM keys also plays a role in terms of deliverability. While
emails that have been signed with 1024 bit DKIM RSA keys
properly work both in the AWS Route 53 and Cloudlflare
environment (with zero errors in both cases), longer key sizes
yield to problems especially with AWS Route 53.

For example, an RSA DKIM key with a size of 2048 bit
yields an error rate of 8-9 % for AWS Route 53 while only

0.1-0.2 % for Cloudflare. This high error rate for 2048 bit RSA
keys with AWS Route 53 is especially problematic as 2048 bit
RSA keys are state-of-the-art today, with the German Federal
Agency for Information Security requiring a key size greater
than 3000 bits as of 2025, for example [14].

For a 2048 bit RSA DKIM key, the public key in the DNS
needs 410 bytes of payload. This payload fits into 512 byte
DNS responses from Cloudflare but not into DNS responses
from AWS Route 53 (as the authoritative names servers are
included, as discussed in Sect. III-B).

The situation is even worse for DKIM RSA 4096 bit keys.
Both AWS Route 53 and Cloudflare yield a 11-13 % error rate
for such emails.

The problem is expected to be related to the issue discussed
above. In this case, larger key lengths lead to DNS packets
exceeding the maximal length of 512 bytes for UDP packets
and, thus, running into issues with EDNS.

It is interesting that only emails sent to the Microsoft email
account cause problems. Emails sent to the Google account
do not yield any problems. Thus, we suspect that Exchange
Online (which hosts the receiving mail account) has problems
handling EDNS requests.



Domain Nameserver EDNS Received Bytes Payload Provider

tor3._c i il .app 108.162.195.29 - 482 410 Cloudflare
9.« i il app 172.64 3529 = 482 410 Cloudflare
_( .app 162.159.44.29 - 482 410 Cloudflare
_ .app 173.245.58.155 - 482 410 Cloudflare
g, app 108.162.192.155 = 482 410 Cloudflare
A app 172.64 32.155 - 482 410 Cloudflare
_C .app 108.162.195.29 1232 493 410 Cloudflare
_( app 17264 3529 1232 493 410 Cloudfiare
_q app 162.159.44 29 1232 433 410 Cloudfiare
. .app 173.245.58.155 1232 493 410 Cloudflare
9.« app 108.162.192.155 1232 493 410 Cloudfiare
_( app 17264 32155 1232 493 410 Cloudfiare
_( app 108.162.195.29 2000 433 410 Cloudflare
9.« app 172.64 3529 2000 493 410 Cloudflare
_( app 16215944 29 2000 493 410 Cloudfiare
_( app 173.245.58.155 2000 433 410 Cloudflare
9.« app 108.162.192.155 2000 493 410 Cloudflare
9.« app 17264 32.155 2000 493 410 Cloudfiare
_q app 108.162.195.29 4000 433 410 Cloudfiare
9. _ app 17264 3529 4000 493 410 Cloudflare
9. app 16215944 29 4000 493 410 Cloudfiare
_( app 173.24558.155 4000 493 410 Cloudfiare
9. _c .app 108.162.192.155 4000 493 410 Cloudflare
9.« app 172.64 32 155 4000 493 410 Cloudflare
_( ingnet  205251.194.233 0 0 AWS Route53
5.« mailracking.net  205.251.196.85 - 0 0 AWS Routes3
_( net 205.251.199.228 = 0 0 AWS Route53
_q ingnet 205251192211 - 0 0 AWS Route53
5._C mailtracking net 205.251.194.233 1232 633 410 AWS Route53
5._( mailtracking net 205.251.196.85 1232 633 410 AWS Route53
A net 205.251.199.228 1232 633 410 AWS Route5s3
5. racking.net  205.251.192.211 1232 633 410 AWS Routed3
5._( racking.net 205.251.194.233 2000 633 410 AWS Route53
A net 205.251.196.85 2000 633 410 AWS Route5s3
5. racking.net  205.251.199.228 2000 633 410 AWS Routed3
5._C racking.net 205.251.192.21 2000 633 410 AWS Route53
5._( racking.net 205.251.194.233 4000 633 410 AWS Route53
A net  205.251.196.85 4000 633 410 AWS Route53
5._C mailtracking net 205.251.199.228 4000 633 410 AWS Route53
_( ingnet 205251192211 4000 633 410 AWS Route53

Fig. 2. DNS Response Sizes depending on DNS Provider.

D. The Role of Microsoft

To find a proof for our assumption that Exchange Online
has problems handling EDNS requests, we further investigated
the Exchange Online infrastructure in more detail.

When an organization sets up Exchange Online, the
organization’s domain MX record is set to a Microsoft
mail server under mail protection.outlook.com. We found
that Microsoft establishes a subdomain delegation for
mail.protection.outlook.com, which points to other DNS
servers. By resolving an organization’s DNS record for an
email address hosted by Exchange Online, we find that
ns1-proddns.glbdns.protection.outlook.com is queried. As we
found, this DNS server does not support EDNS, though. This
missing puzzle piece finally explains why Microsoft customers
are faced with the problem of undeliverable emails—due to
an inconsistent implementation of EDNS in Microsoft’s DNS
infrastructure.

As the size of DNS responses turned out to seem to play
a role with regard to the DKIM temp errors, we further
investigated more aspects of DNS configurations that have
an impact on the DNS response sizes—potentially leading to
more errors.

E. The Role of too many Verification Entries

Many online services rely on the DNS as a verification
mechanism to establish control over a domain name. In

particular, domain ownership is commonly proven by publish-
ing service-specific verification tokens as DNS TXT records,
which can be queried and validated automatically. As a result,
domains often accumulate a large number of TXT entries
over time, reflecting interactions with multiple providers for
purposes such as certificate issuance, email authentication, and
third-party service integration. This widespread practice makes
DNS TXT records a rich and densely populated source of
ownership and configuration metadata.

During our investigation, we suspected that the large number
of such entries might negatively affect SPF verification, as
the receiving MTA fetches all TXT records from the DNS of
the sending domain to check whether a TXT record for SPF
(v=spfl) is available.

A good example of such an overload of the DNS with
TXT entries is adobe.com. Adobe.com has the following DNS
response sizes: A record (70 bytes), AAAA record (94 bytes),
MX record (110 bytes), and TXT records (5455 bytes). In
total, adobe.com has 69 TXT records; whereby 67 of them
are used for domain verification, as can be seen in Fig. 3.

The huge size of the DNS entries for adobe.com (altogether
5729 bytes) leads to the problem that for each received email
from adobe.com, the UDP DNS request needs to be switched
to a TCP request with a truncate response, which results in
a worse performance (as shown in Fig. 4) and a potentially
higher error rate. We performed 3 parallel requests, with
10 inquiries each, from 5 different test servers to test the
different DNS servers for the domain for our load test. It
should be noted that a single received email can trigger around
4-5 DNS requests (FCrDNS, SPF, DKIM, DMARC, BIMI),
where alone the SPF validation can trigger several requests in
marketing/SaaS setups (with a cap at 10 lookups according to
RFC 7208); in the case TCP is needed as fallback, the number
of requests doubles.

We can expect an “inexplicable” number of SPF temp
errors for emails sent by adobe.com, whose mail provider is
Exchange Online as we found, due to the high number of
TXT records in the DNS. As Adobe is not a customer of the
DMARC service provider that provides the data for this work,
we cannot directly verify this.

However, to investigate whether our assumption might hold,
we added “artificial” domain verification entries to one of
our sending domains (to cross the threshold of 1232 bytes,
which is the recommended size agreed upon on the 2019 DNS
flag day—as this size shall avoid fragmentation on current
networks) in order to replicate the adobe.com case. We found
that the number of SPF temp errors suddenly doubled from
that month on when we added the entries. Thus, we can
conclude that the number of TXT entries (above the threshold)
indeed increases the risk of undeliverable emails due to SPF
temp errors.

F. Interim Conclusion

If an organization has the proper DMARC policy reject in
place and uses AWS Route 53 as its DNS server, a DKIM key
of length 2048 bit or more, and a DNS zone clogged with too



Type Name Data TTL
TXT @ openai-domain-verification=dv-pN3CfPVdeBAANroxeTFmd7WZ 2744
TXT @ google-site-verification=MnYKALPA4CNieThUZzzp4Hh88H5szHXokxqirdGFFNO 2744
TXT @ google-site-verification=Rg8rw6QFcht@wbcstENHTQ3h51 _ujrfBPxhuE7cfBFE 2744
TXT e fastly-domain-delegation-rQNX3KD7DKL9hmeR-378696-2021-06-09 2744
TXT @ google-site-verification=Q86EnJZ_pwCfS8VpA1rlQPS3HXZzrcCWGD68zb74InY 2744
TXT e adobe-sign-verification=bb81bc75163acd737f022c8b8ac3958a5f3608ba3daaaa5fad01d44924f21fad 2744
TXT @ google-site-verification=P_kb2Yyzww7fnZitZ6EbIYipWkjkin9et6IsSwDp71g 2744
TXT @ elevenlabs=7WqX1RwQh8-jH2984SP4TQCSOMWL3IoSp8kynyVKVg8 2744
TXT @ openai-domain-verification=dv-Cf9stelxxYuIRVx3Kd0z28ks 2744

Fig. 3. DNS Snapshot of adobe.com, showing a selection of 10 TXT entries (out of 69) as of Dec. 2025. Cloud services heavily rely on DNS verifications.
The number of Google site verification entries in Adobe’s DNS zone may indicate an inconsistency of verification across departments using Google services.
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Fig. 4. adobe.com DNS nameserver performance under UDP load 30 (left) and TCP load 30 (right). For emails received from adobe.com, DNS requests over
TCP are necessary due to the large size of the DNS response, resulting in a worse performance and potentially a higher error rate.

many TXT entries, the chances are high that a number of their
e-mails sent to Exchange Online accounts are undeliverable as
DKIM and SPF temp errors are expected to occur—and the
reject policy requires at least the SPF or the DKIM validation
to be successful (in addition to proper alignment).

G. The Role of Ed25519-SHA256

The German Federal Agency for Information Security (BSI)
states in its technical guideline “BSI TR-03182 Email Authen-
tication” from 2024 [15] that Ed25519-SHA256, as specified
in RFC 8463 [16], shall be used for signing outgoing emails
with DKIM and receiving MTAs must support its verification.
The BSI also states in the guideline: “Nevertheless, ED25519-
SHA256 is not gaining the widespread adoption it should, even
though there is much to be said for its use: the length of the
public key is limited to 256 characters, it fits into a single TXT
record, leads to fewer implementation issues, allows querying
over the faster UDP rather than the slower TCP protocol,
and to top it off the algorithm provides more cryptographic
security.” [15]

As part of our investigation, we checked whether email
providers use Ed25519-SHA256 for DKIM signing, but we
could not find a single email provider that does that. Fur-
thermore, we checked whether Exchange Online and Google
Mail support DKIM verifications for incoming emails (which
is a must requirement according to the BSI). However, we
found that both email providers do not support the verification

of Ed25519-SHA256 signatures and reject such emails. If
both, an Ed25519-SHA256 signature and an RSA signature as
fallback are used, Microsoft sends a DMARC report without
any information about DKIM—Ieaving the sender “blind” with
regards to deliverability information.

IV. POSSIBLE SOLUTIONS

In this section, we present possible solutions to the found
problems.

A. Clearing out the DNS Zone

As we have seen in Sect. III-E, the exuberant use of the
DNS for domain verification purposes affects the verifiability
of SPF. Even though this is primarily a problem for recipients
with Exchange Online accounts, the whole practice should be
reviewed. From what we have found in the wild, especially
big companies (like Adobe), with a huge number of such
verification TXT records, are affected. If these companies
face the actual problem of certain authenticated emails being
rejected for no obvious reason, they should take steps to
mitigate this DNS zone overload. A possible solution could
be to put the verification records into subdomains, as they
would not affect SPF checks in this case, or to use a CNAME
entry.

Another possible solution could be that AWS Route 53
does not include the authoritative name servers in their DNS
responses, which also contributes to smaller responses (and
fewer problems).



B. DKIM signing algorithms and key sizes

As we have found, emails signed with “too long” DKIM
signature keys lead to deliverability problems. In practice, this
problem might not have been dramatic in the past, as MTAs
signed outgoing emails with 1024 bit RSA keys, from what
we have seen in the data. Today, 2048 bit RSA keys constitute
the de-facto standard in practice, leading to problems in some
cases already, as we have seen. If key lengths are further
increased, the error rate increases as well. However, relying
on short keys to prevent the problem of rejected emails due to
failures is not the best solution from a security point of view.

Moreover, MTAs shall also start supporting Ed25519-
SHA256. One explanation for the reluctance to support
Ed25519-SHA256 from our point of view is that the compu-
tational overhead for the signer tremendously decreases with
Ed25519-SHA256. Compared to RSA with a key size of 4096
bit, which takes 22 ms for signing a 7 KB email, signing the
same email only takes 0.2 ms with Ed25519-SHA256—while
the needed computational effort for verification approximately
stays the same. Thus, the fear might be that a decrease
of computational overhead for senders might increase the
potential for misuse, as spammers could sign emails with fewer
overhead.

It should be noted that, as stated in the technical guideline
of the BSI [15], Ed25519-SHA256 avoids the need to split the
TXT records (as is the case for RSA 2048 and RSA 4096 bit
keys) due to the lower key size.

C. Exchange Online

As shown in Sect. III-B, Exchange Online seems to have
a problem in posing DNS requests if the responses are too
large and EDNS would be necessary. This especially concerns
email senders whose DNS zone is managed by AWS Route
53, whose DNS zone contains too many entries, or whose
DKIM key size is “too long” (even if a state-of-the-art key size
is used). It should be straight-forward for Microsoft to solve
these issues by properly setting up EDNS, which is supported
since Microsoft Windows Server 2008.

Microsoft does not support DANE for
mail.protection.outlook.com. If a customer wants to set
up DANE for an Exchange Online-hosted email account, he
needs to set up DANE with laborious effort via Powershell
(i.e., it is not possible to set up DANE via the web interface).
We found that when a customer sets up DANE, the domain
mx.microsoft, which is the new delivery domain (introduced
in March 2024) for Exchange Online, is used instead of
mail.protection.outlook.com. And the new delivery domain
in fact supports EDNS. Thus, Microsoft should use the new
delivery domain for all customers in the future, to avoid the
problems as uncovered in this paper and to further increase
DANE usage (which also lacks behind [17]) in practice as
well.

D. Support for Ed25519-SHA256:

If a sending MTA uses the Ed25519-SHA256 signature
scheme to sign outgoing emails with DKIM (as recommended

by the BSI [15]), both Exchange Online and Google Mail as
the receiving MTAs will reject the emails due to a “DKIM
fail: syntax error” in all cases. Again, the solution would be
for email providers to introduce support for Ed25519-SHA256
in the near future.

V. RELATED WORK

Early empirical studies on email authentica-
tion—particularly SPF, DKIM, and DMARC—revealed
substantial gaps in deployment and enforcement across
the email ecosystem. Durumeric et al. [18] and Foster et
al. [19] conducted some of the first large-scale measurements,
showing that while SPF and DKIM were already standardized,
adoption remained low and enforcement was inconsistent
across providers. These works also demonstrated that many
providers either ignored authentication failures or treated
them as soft signals, resulting in limited protection against
spoofing.

Subsequent studies refined this picture. Research such as
Maroofi et al. [20] used DNS-based evaluations to show
widespread SPF misconfigurations, often due to overly per-
missive or syntactically invalid records. Deccio et al. [21] ex-
amined sender validation behavior via triggered DNS lookups
and found that although adoption had improved, a large portion
of mail servers still failed to check all three mechanisms
consistently. Wang et al. [22] conducted the first longitudinal
analysis of DKIM, identifying issues such as long-lived keys
and misconfigurations in selectors, and confirming that many
domains continue to rely on outdated or weak cryptographic
parameters.

The Extended Hell(o) study by Blechschmidt et al. [23]
from 2023 provides the most holistic and provider-focused
analysis to date. By performing controlled outbound tests
against 47 major mail providers and DNS-based scans over the
top 10 million domains, the authors replicate and significantly
extend earlier work. Their results show that:

o SPF deployment has stagnated: Only 40% of domains
publish SPF records, essentially unchanged from 2015,
and 4,183 domains even explicitly authorize arbitrary
senders via misconfigured “+all” or “all” mechanisms.

o DKIM adoption among providers has improved, with all
47 tested providers querying DKIM selectors—compared
to only half in 2015—but enforcement remains inconsis-
tent, and 14 providers still accept messages with invalid
DKIM signatures.

« DMARC adoption has increased, but enforcement lags:
37 providers publish DMARC records, but only 25 act
on failures. The study also uncovers RFC-noncompliant
handling of subdomain policies by two providers.

The large-scale DNS measurements further reveal
widespread real-world misconfigurations: 371,968 SPF
records produce permanent errors, and 9,873 DMARC policies
contain syntax errors that invalidate their intended protection.
These findings highlight a persistent gap between specification
and operational practice, underscoring that despite years of
standardization efforts, SPF, DKIM, and DMARC remain only



partially—and often incorrectly—deployed. In contrast to prior
work, this study provides the first provider-behavior—oriented
comparison across SPF, DKIM, and DMARC, evaluating how
major MTAs react to intentionally malformed or conflicting
records. Its results show that even well-known “secure”
providers do not reliably enforce authentication failures,
enabling practical sender-spoofing attacks in 28 of 47 tested
services. This expands earlier insights into authentication
weaknesses by showing that the problem is no longer just one
of adoption, but of operational enforcement quality across the
email ecosystem.

VI. CONCLUSION AND OUTLOOK

By working together with a DMARC service provider who
has insights into a huge number of clients’ reports on email
deliverability issues, we could set up a test environment in
order to investigate the question why more and more properly
authenticated emails are rejected in practice due to so far
seemingly random temp errors. We are the first to be able
to pinpoint the problems that have been actively discussed
in the deliverability community in the past months—since
enforcement of email authentication with SPF, DKIM, and
DMARC by the big email providers has been increased. Our
results thus present solutions to a timely problem in practice.

We show that the problems are manifold but can be mainly
nailed down to the underlying infrastructure supporting the
email authentication: the DNS. Not only does it matter how
DNS responses are constructed by DNS providers (e.g., if they
include an authoritative section), but also the fact that DNS
zones are crowded with TXT entries serving for domain ver-
ification purposes has an impact on SPF validation and, thus,
email deliverability. Regrettably, “higher security” (with state-
of-the-art DKIM key lengths and modern signing algorithms)
also leads to a higher email rejection rate.

Finally, we found that Microsoft seems to have a problem
with the support for EDNS in Exchange Online, its popular
cloud-based mail service used by many organizations to handle
their emails. EDNS has a 25 year history and was introduced
in Windows Server 2008. While EDNS is not mandatory,
it is “quasi-duty” since around 2010 when DNSSEC got
productive and DNS zones got bigger. This lack of support
further exacerbates the problem of increasing mail rejections.
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