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Abstract—Service Workers (SWs) are a cornerstone of modern
Progressive Web Applications, enabling native-like functionalities
such as offline access, caching, and background synchronization.
However, these capabilities also broaden the attack surface, as
SWs persist in the user’s browser across sessions and can be
leveraged to inject malicious content over time. In particular,
adversaries can exploit certain sensitive functions, which refer to
standard or custom JavaScript functions and APIs that become
security-critical when used with untrusted or unsanitized input,
to achieve more subtle and stealthy attacks for end-users. In this
study, we conduct a large-scale measurement study of security
risks in SWs across the web, analyzing ~12K scripts collected
from the top 1M websites. We show that traditional static analysis
tools are largely ineffective at detecting vulnerabilities involving
sensitive functions due to their static, rule-based nature. To
address this limitation, we develop a systematic, LLM-assisted
vulnerability analysis framework to detect vulnerabilities arising
from sensitive functions in SWs at scale. Qur results show that
80% of analyzed SWs contain potentially vulnerable uses of sensi-
tive functions, with many previously overlooked by existing static
analysis tools. These findings expose systemic weaknesses in the
SW ecosystem and demonstrate how LLM-assisted analysis offers
a promising path for scalable, semantic vulnerability assessment
of modern web applications beyond traditional methods.

I. INTRODUCTION

Progressive Web Applications (PWAs) have emerged as a
paradigm to bridge the gap between native and web applica-
tions. At its core is Service Worker (SW), a JavaScript program
that is executed in the background and provides extensive
features such as caching, offline access, push notifications, and
background synchronization. However, these elevated privi-
leges also make SWs a high-value target for miscreants. If
compromised, a malicious SW can intercept network traffic,
manipulate responses, and undermine the overall security of
web applications. Furthermore, since SWs can serve cached
content independently of network connections, malicious pay-
loads injected through SWs may persist and continue operating
even after the initial vulnerability has been fixed or the network
connectivity is restored, enabling stealthy, long-lived attacks.

Static analysis tools have been primarily used to achieve
rule-based scanning for identifying known security patterns
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in JavaScript. While these tools can be used to analyze SW
scripts, none of them provides SW-specific rules for detect-
ing vulnerabilities tied to SW functionalities and operations,
resulting in ineffectiveness in capturing SW-specific security
risks. When it comes to handling contextual or semantic
vulnerabilities, such as distinguishing between safe and unsafe
uses of the fetch API or reasoning about the implications
of dynamic code loading and inter-thread message passing,
these tools often fall short despite their strengths in identifying
syntactic or structural issues. To this end, JavaScript’s inherent
dynamism and its asynchronous, event-driven execution model
make static analysis alone inadequate for uncovering subtle
logic flaws or identifying malicious intent [1], [2], [3].

To overcome these limitations, we explore leveraging Large
Language Models (LLMs) as the primary mechanism for
analyzing SW vulnerabilities. Unlike rule-based static analysis
tools, LLMs can perform semantic reasoning and recognize
higher-level behavioral patterns, enabling them to identify
subtle logic flaws, insecure design decisions, or suspicious
interactions that static techniques cannot capture. Recent work
has shown that LLMs can move beyond syntactic pattern
matching to provide contextual understanding of program be-
havior [1]. Leveraging these capabilities, our approach focuses
on evaluating the behavioral semantics of SW code, allowing
the detection of potentially compromised logic or misuse of
SW APIs that traditional static analysis is unable to uncover.

To evaluate real-world security implications of SWs and
sensitive functions, we employ three state-of-the-art LLMs
to analyze SW scripts at scale. Our analysis detects generic
vulnerabilities, checks if they stem from misuse of sensitive
functions, and evaluates whether those functions are suscep-
tible to exploitation. Across our dataset of SWs collected
from Tranco’s top 1M websites [4], we discover ~200 unique
websites exhibiting high-severity vulnerabilities that are poten-
tially exploitable. Given the increasing adoption of SWs, our
findings highlight an emerging and largely overlooked attack
surface. Our contributions are summarized as follows:

« We present a large-scale, systematic study to leverage LLMs
to identify security issues in SWs deployed in the wild.

o We propose a multi-phase framework that enables semantic
vulnerability analysis of SW scripts, uncovering widespread
yet overlooked misuse of sensitive functions.



o We conduct a large-scale empirical study of over 6,400 real-
world SW scripts, categorizing their vulnerability patterns
and exploring their exploitation potential.

II. BACKGROUND AND RELATED WORK

A. Background

Progressive Web Applications. A Progressive Web Appli-
cation (PWA) [5] is a program that is built for web services
but provides experience and features like a native application
running on particular platforms using specific programming
languages, e.g., Java for Android platform and Objective-C
or Swift for iOS. Meanwhile, Service Workers (SWs) [6],
as a core component of PWAs, are also widely deployed by
web services to enable key functionalities and operations of
PWAs, such as offline usage, push notifications, background
synchronization, and effective caching.
Service Workers. A SW script is an event-driven JavaScript
program that runs independently of web pages and acts as
an intermediary proxy between the client’s browser and the
web server, intercepting and handling network packets. When
a user accesses a PWA-enabled web service, the SW is
downloaded and registered in the user’s browser, with a scope
indicating the URL path under which the SW can operate web
pages. After registration, the SW is installed by initializing the
browser’s cache with the resources designated in the script.
Once activated, the SW can handle function events such as
fetch, push, and sync, enabling capabilities like background
execution and push notifications. On the other hand, unlike
ordinary JavaScript, SWs persist across browsing sessions and
remain active even after the user navigates away from the page.
In addition, SWs have privileged access to browser storage
and caching mechanisms, allowing them to access potentially
sensitive resources. These capabilities make SW scripts a high-
value target for adversaries and could have significant security
implications for the web ecosystem.
Sensitive Functions. Sensitive functions generally refer to a
class of JavaScript functions that process user input or enable
dynamic execution. These functions are commonly used to
support content rendering, real-time updates and personalized
user experience. However, when invoked on unsanitized or
malformed data, they may introduce significant security risks,
making their use within SWs particularly critical to examine.
Sensitive function was first introduced by Chinprutthiwong
et al. [7] when studying the misuse of standard JavaScript
functions such as importScripts and eval. Beyond these built-
in APIs, developers often define custom functions for content
generation or dynamic execution. Accordingly, in this paper,
we examine both standard and custom JavaScript functions, as
both can enable code injection or unintended runtime modifi-
cation when improperly paired with user-controlled input.

B. Related Work

JavaScript is a core component in modern web architecture,
which introduces a variety of security vulnerabilities. Previous
research has studied how insecure practices of using JavaScript
on the web introduces threat such as [8], [9], [10], [11].

As a specific JavaScript program, SWs have also been
widely examined for their misuse across a variety of attack sce-
narios. Jeong et al. [12] presented a comprehensive taxonomy
of these vulnerabilities, while Subramani et al. [13] conducted
a Systematization of Knowledge (SoK) that not only surveys
existing threats but also identifies previously unexplored attack
surfaces. More specifically, Chinprutthiwong et al. [7] showed
that attackers can inject malicious code into benign SWs,
leading to persistent Cross-Site Scripting (XSS) attacks. Later,
Chinprutthiwong et al. [14] and Squarcina et al. [15] explored
vulnerabilities arising from the interaction between SWs and
the DOM. Watanabe et al. [16] further demonstrated that SWs
can facilitate persistent Man-in-the-Middle (MitM) attacks by
intercepting and modifying network traffic.

Prior efforts have also explored how SWs can be exploited
for privacy infringements. For example, Lee ef al. [17] and
Karami et al. [18] leveraged SWs to infer user’s browser
history and visited websites. Van Goethem et al. [19], [20]
explored side-channel attacks of SWs, revealing that timing
attacks against SW cache could leak private user behaviors.

Additionally, SW misuse also involves resource abuse
through background processing capabilities. Papadopoulos et
al. [21] demonstrated the feasibility of installing malicious
SWs to construct web-based botnets for DDoS attacks. Beyond
this, Lee et al. [17] and Subramani et al. [22] showed how at-
tackers could exploit Push Notifications to deliver malvertising
content or lure victims into phishing campaigns.

III. METHODOLOGY

In this section, we outline our methodology for the security
analysis of SW scripts. We begin with data collection and
preliminary analysis showing the ineffectiveness of traditional
static analysis, and then present our LLM-assisted approach
for in-depth vulnerability detection and exploitation analysis.
Overview. We first collect unique SW scripts through a crawl
of the Tranco top 1M websites [4]. We begin by using popular
static analysis tools to assess their effectiveness in identify-
ing vulnerabilities involving SWs and sensitive functions. To
overcome the limitations of static tools, we explore an LLM-
assisted approach that can provide deeper semantic reasoning
and behavioral insights of JavaScript code in SWs.

Figure 1 illustrates the framework of our analysis workflow,
which implements a two-phase analysis pipeline based on
LLMs: @ General Vulnerability Detection and @ Vulnerability
Detection by Sensitive Function Misuses. The first phase
focuses on the broad identification of all vulnerability types.
In the second phase, we filter the Phase I results to pinpoint
vulnerabilities caused by the misuse of sensitive functions.
The results from Phase II are then subjected to cross-model
comparison and clustering into five coherent groups, conclud-
ing with an exploitation analysis, which assesses the real-time
feasibility of the identified sensitive function misuses.

A. Data Collection
To collect a comprehensive SW dataset, we develop a cus-
tom Python script using Puppeteer [23] to access each domain
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Fig. 1: Overview of Our Analytic Framework

TABLE I: Results of Static Analysis for Collected SW Scripts

Tools Scripts Rows CWE
Snyk [24] 2,357 3,688 10
Semgrep [25] 1,768 7,187 13
Bearer [26] 4,115 21,633 13

in Tranco’s top list. Our crawler verifies the availability of
serviceWorker API for each domain and extracts all active
registrations via navigator.serviceWorker.getRegistrations(), in-
cluding their script URLs and source code.

We observe that many websites deploy identical SW scripts,
e.g., often due to cross-regional deployments belonging to the
same organization or the adoption of platforms enabling shared
templates (e.g., WordPress and Wix.com). Consequently, we
filter out duplicated scripts and retain only unique scripts for
further analysis, resulting in 6,437 (51.1%) unique scripts.

B. Preliminary Study: Static Analysis of SW Scripts

Traditional static analysis inspects a program’s source code
or bytecode without executing it in order to identify potential
security vulnerabilities [27]. To assess the security posture of
the SW scripts collected in our dataset, we applied several
widely used static analysis tools, including Semgrep, Snyk,
and Bearer. Table I presents the results of static analysis tools.

We can see that each of the tools flags a narrow set of
vulnerabilities due to their limited scope of rule sets. For
instance, Semgrep primarily detects “Inefficient RegEx com-
plexity” (71.4%) and Bearer detects “Leakage of information
in logger message” (73%). Both of these tools also flag hard-
coded secrets or API keys. Even though these do not fall into
sensitive function-related threats, Snyk can detect “Insufficient
validation” in postMessage() in around 1,891 SW scripts.
We also observe that Semgrep flags certain uses of eval() as
injection threats, and RegExp() leading to potential ReDoS.

However, through manual inspection, we also identify that
these tools still struggle to detect misuse of many sensitive
functions such as importScripts() and fetch(). This limitation
mainly stems from the fact that these vulnerabilities emerge
only when supplied with unsanitized input, which typically
requires data-flow analysis so as to make traditional static
analysis inadequate for SWs and sensitive functions.

C. LLMs-Assisted Vulnerability Detection

LLMs have recently shown strong potential for code anal-
ysis and vulnerability detection [1], [28], [29], [30], [31].
Motivated by the limitations of static analysis in capturing
SWe-specific semantic risks, we employ LLMs to uncover
vulnerability patterns that rule-based tools frequently miss.

1) LLMs: We evaluate three open-source LLMs: Llama-4-
Maverick-17B [32], Qwen-32B [33], and gpt-oss-120b [34].
These models were selected for their popularity and avail-
ability in our computing environment. All models receive
the same prompts and SW code. Qwen’s 32k-token context
window is the smallest among them, and since our prompt
consumes roughly 2.8k tokens, scripts exceeding the remaining
budget are split into 30k-token chunks. The identical chunking
strategy is applied to all models, ensuring uniform input
despite Llama and GPT having larger context windows.

2) Prompt Design: To achieve effective code analysis for
SW scripts using LLMs, we employ a structured prompting
strategy that guides the model through hierarchical reasoning.

We developed a two-phase prompting scheme that first iden-
tifies potential vulnerabilities (Phase I) and then determines
which of them stem from the misuse of sensitive functions
(Phase II). By decoupling these tasks, the model can engage in
more focused and distinct reasoning, avoiding casual analysis
that often leads to degraded performance and LLM halluci-
nations. This strategy also mirrors standard security auditing
workflow, where an initial survey of issues is preceded by
an in-depth analysis. Moreover, this facilitates our assessment
regarding the effectiveness of LLMs in identifying security
issues of SWs’ JavaScript code, particularly those related to
the misuse of sensitive functions.

Phase-I Prompt. We first prompt the LLMs to act as a
researcher with expertise in web security to review the pro-
vided code for identifying potential vulnerabilities. The models
produce output with a formatted schema that includes the
vulnerability and its description, severity (Low/Medium/High),
CWE/CVE, and the code snippet from which the vulnerability
originates. This ensures consistent results and allows seamless
integration into our large-scale analysis pipeline.



We explicitly instruct the model to assign a CWE or CVE

only when a clear and justifiable mapping exists; otherwise,
the field remains empty. We explore both CWEs, which
describe classes of weaknesses, and CVEs, which represent
specific vulnerability instances, to evaluate whether LLMs can
map findings to broader vulnerability categories or concrete
instances, respectively. This is because we observe that a
substantial portion of the high-severity findings (approximately
28%) involve previously undocumented patterns of sensi-
tive function misuse in SWs. By retaining these cases and
categorizing them as “Unlabeled” in Phase I, we capture
novel vulnerability classes that traditional static analyzers and
existing taxonomies fail to detect, many of which later emerge
as the dominant clusters in Section III-D.
Phase-II Prompt. Next, we prompt the LLM as a cybersecu-
rity expert specializing in JavaScript to detect vulnerabilities
caused by sensitive function misuse. The definition of sensitive
functions is given as “a JavaScript function or API (either
Standard or Custom) that introduces security vulnerabilities
when used with untrusted or unsanitized input.” Moreover,
to help the LLM understand the context of their misuse, we
provide an example for the misuse (importScripts()), demon-
strating how the unvalidated data flowing into a sensitive
function can introduce risks. As shown in Figure 1, the SW
extracts a user-controlled parameter through location.search
and concatenates it into the URL used by importScripts()
allowing an attacker controlled script to be execured within the
scope of the SW. The results obtained from Phase-I are used
as input to Phase-II. The prompt asks the LLM to identify
cases where sensitive functions receive unsanitized dynamic
input producing a formatted output shown in Figure 1. The
prompts used in our study are shown in Appendix B.

D. Clustering Vulnerabilities

LLMs produce a diverse set of vulnerabilities, as seen in
Tables II and III. To organize and further interpret these results,
we then cluster the identified vulnerabilities from Phase-II
based on their severity levels.

Initially, we use text vectorization to transform each vulner-
ability description into a high-dimensional sparse form through
the TF-IDF (Term Frequency-Inverse Document Frequency)
approach. This method highlights the relative significance
of key terms while reducing the impact of common words.
Subsequently, we apply the K-Means clustering algorithm
(with K € {5,6,7,10}) to classify semantically similar
vulnerabilities in the TF-IDF feature space. The resulting
clusters are then processed by LLMs to create concise titles
and summaries for each cluster to improve interpretability.
Through empirical evaluation, we determine that five clusters
per severity level can achieve the most coherent grouping,
balancing semantic distinctness and intra-cluster consistency.

E. Exploitation Analysis

To validate whether the identified vulnerabilities can be
exploited in the real world, we perform an extensive analysis
to deduce the attack preconditions and the practical feasibility
of triggering each vulnerability (prompt in Appendix B). The

TABLE II: Detected vulnerabilities across LLMs (Phase-I).

Metrics Llama GPT Qwen
(Script, Vulnerability) 22,160 15,024 9,950
High 6,276 5,683 5,011
Severity ~ Medium 11,932 7,164 4,442
Low 3,929 2,170 443
1 ility CWE 18,810 (204) 14,469 (143) 8,605 (216)
Vulnerability -G 311 (23) 19 (4) 14 (10)
Mapping  yplabeled 3,139 422 1,553
Detected SW Scripts 5,813 (90.3%) 5,445 (84.6%) 5,211 (81%)
Vulnerabilities 6,043 12,260 5,617

LLMs are instructed to provide two new columns for each case
of a sensitive function misuse from Phase-II: attack-vector,
which clearly states the real-world technique an attacker could
use (e.g., Crafted URL inputs, compromised push payload),
and real-world-feasibility (High/Medium/Low), which estimates
the likeliness for an attacker to satisfy the preconditions
in realistic deployments. This classification prioritizes the
vulnerabilities with high practical feasibility

IV. RESULTS & ANALYSIS

In this section, we present our findings obtained through our
LLM-assisted detection schema described in Section III-C.

A. Results of LLM-Based Analysis

Using our dataset of 6,437 unique SW scripts, we created
separate corpora using the three LLM models for vulnerabili-
ties detected through Phase-I, and for those that were caused
by the misuse of sensitive functions through Phase-II. In our
dataset, each row corresponds to a specific SW script and
a vulnerability detected (<script, vulnerability>), therefore a
script may appear in multiple rows if multiple vulnerabilities
are identified. Hereafter, we refer to this as an <s,v> pair.

1) Phase-1: General vulnerability detection: Table Il sum-
marizes the vulnerability detection capabilities of the evaluated
LLMs. Overall, Llama demonstrates the highest detection and
coverage, generating the largest dataset (22,160 <s,v> pairs)
and flagging potential vulnerabilities in more than 90% of the
unique scripts (5,813 out of 6,437). GPT and Qwen follow
with detection rates of 85% (5,445 scripts) and 79% (5,094
scripts), respectively. The overlap analysis gave us 4,957
scripts detected with at least one vulnerability by all 3 LLMs.

We used our LLMs to assign each <s,v> pair a Severity
index, categorized as High, Medium, or Low. LLaMA flags the
most High severity findings (6,292 out of 22,177 <s,v> pairs)
in 4,380 scripts. It also identifies Medium and Low severity
issues on 4,847 and 3,151 scripts, respectively. GPT exhibits
a comparable pattern, with 5,683 High severity <s,v> rows
(4,426 scripts), and Medium and Low severity issues on 4,353
and 1,780 scripts. Qwen is the most conservative, assigning
high severity to 5,011 <s,v> rows (3,855 scripts) and detecting
far fewer low-severity issues in 389 scripts.

In terms of mapping the detected vulnerabilities to stan-
dardized CWE/CVE identifiers, we observed more than 200
unique CVE/CWEs for both Llama and Qwen, but they also
couldn’t map around 15% of <s,v> rows in their respective



TABLE III: Sensitive function misuse identified in Phase-II.

Metrics Llama gpt Qwen
Unique SW Scripts 4,635 4,926 2,089
Vulnerabilities 3,437 8,400 1,948
True Sensitive 11,822 10,192 3,342
* High 5,506 4,510 2,197
Severity  * Medium 9,684 4,741 1,111
¢ Low 1,650 937 33
CVE 10 3 0
CWE 122 118 113
Unlabeled 1,785 422 1,031
Standard 24 6 11
Custom 204 177 216

datasets. GPT demonstrates better classification consistency,
identifying 147 unique CVE/CWEs identifiers, but with less
than 3% unlabeled <s,v> rows. An overlap analysis of the
combined CWE/CVE mappings across all models yields 422
unique values, among which 21 are tagged under MITRE’s
2025’s Top 25 Most Dangerous Software Weaknesses [35].

2) Phase-1I: Identify sensitive function misuse: Next, we
evaluate whether the vulnerabilities identified in Phase-I in-
volve sensitive function misuse. In this phase, each row from
Phase-I is processed independently, and the models reassess
it to determine whether sensitive functions are involved.
Specifically, the LLMs extract the function responsible for the
potential misuse and classify it as either a standard library
function or a custom implementation.

Table III summarizes the Phase-II results. LLaMA shows
the highest coverage, identifying true sensitive function misuse
in 4,635 unique scripts (72% of the dataset). In total, the
model verifies misuse in 11,822 of the 22,177 rows from
Phase-I. GPT follows, detecting misuse in 4,926 unique scripts
and verifying 10,192 out of 15,023 processed rows. Qwen
is the most conservative, flagging 2,089 unique scripts and
confirming misuse in 3,342 of 9,950 processed rows.

A key finding is the distinction between function types.
Across all three models, vulnerabilities are overwhelmingly
attributed to custom, user-defined functions, indicating that
the primary security risk lies in proprietary application logic
rather than the misuse of standard APIs. For example, Llama
identifies 204 unique custom functions compared to only 24
unique standard library functions, gpt identifies 6 standard
and 177 custom functions, and Qwen follows a similar trend
(216 custom vs 11 standard). This strong bias toward custom
function findings underscores the necessity of deep semantic
analysis provided by LLMs, as traditional static analysis often
struggles to trace control and data flow through user-defined
code structures. We show a comparison of detected vulnerable
scripts across the LLMs in Appendix C.

3) Results of exploitation analysis: We conduct an ex-
ploitation analysis to examine the exploitability of identified
vulnerabilities (§1II-E). As shown in Table IV, Qwen identifies
a total of 5,366 rows across 2,699 unique SW scripts. Among
these, 817 scripts are classified as potentially compromisable
under our threat model. These scripts can be exploited through
various attack vectors, including social engineering, XSS,
server-side injection, or their combinations.

TABLE IV: Real-time Compromise Analysis using Qwen.

Attack Vectors # Unique Scripts

Social Engineering 349
Vector Combinations 306
Server-Side Injection 79

XSS 29
CSRF 54
Total 817

TABLE V: Common Vulnerability Clusters Across LLMs

Unified Cluster Theme LLama GPT Qwen
Fetch Handler Exploitation 1 2 5
Cache Integrity Compromise 2 1 3
Notification Payload URL Injection 345 5 1,2
Untrusted  Script Loading via — 4 4
importScripts ()

Message-Driven Attacks — 3 —

B. Clustering

Phase II produces numerous high-severity vulnerability re-
ports across the three evaluated LLMs. Through this, we
identify five dominant and recurring vulnerability classes when
analyzing SW scripts in the Tranco Top-1M dataset. Across
roughly 12,000 scripts, more than 80% exhibit at least one flaw
involving the use of untrusted input in sensitive SW functions.

Table V lists the top clustered vulnerability categories and
their rankings in each LLM model. We can see that each model
emphasizes different symptoms, e.g., LLaMA and Qwen fre-
quently identify arbitrary code execution through unvalidated
event data, while GPT highlights unsafe cache serving paths.

We employ our LLM-refined k-means clustering (§1II-D)
to merge hundreds of model-specific findings into unified
vulnerability classes. For example, the largest cluster, “SW
Notification Payload Injection,” aggregates over 180 findings
ranging from “XSS via unsanitized push notification data” and
“phishing via untrusted notification content” to “unvalidated
URL redirects in notification actions.” Although these findings
span multiple CWE categories and differ in phrasing or
perceived severity, they all originate from the same underlying
behavior: SW scripts directly forwarding untrusted fields from
push payloads into DOM-sink APIs such as showNotification,
clients.openWindow, and postMessage without sanitization or
origin verification. This pattern repeats across the remaining
clusters and demonstrates that LLM-based semantic clustering
effectively consolidates heterogeneous model outputs into co-
herent root-cause vulnerability classes. These results highlight
a significant advantage over traditional static analysis, which
often fails to capture such behavioral patterns.

C. Validation of Detected Vulnerabilities

We next illustrate how sensitive functions can be misused
with unsanitized input and how such vulnerabilities can be
exploited in real-world scenarios.

Arbitrary Remote Code Execution. The importScripts API
is widely used to import scripts into SW’s scope. From our
curated dataset, we find that almost 45% of SWs rely on this
API, and the script paths are statically coded (i.e., a fixed literal
string), dynamically constructed (URLSs built at runtime using



variables, parameters, efc.), or a hybrid of both. Although static
resources may still introduce security issues depending on their
content, we exclude them from our analysis as they cannot be
manipulated by a malicious actor.

1 !function () {
2 "use strict";
3 self.params = location.search.substring(1l) .split("x")J
< .reduce (function (s, r) {
4 var t = r.split("=")
5 e = t[0],
6 = tf[l];
7 return s[e] = a, s
8 b4
9 var s = self.params.resourcesHost
— "https://
10 self.importScr
— "/statics/websitel/sw-router.js");
1 }QO;

Fig. 2: SW importing a script using importScripts().

Figure 2 shows a vulnerable SW script from a real website
(illustrated as website1.com). A malicious actor can craft
URLs with the domain name of the legitimate website and
add a query parameter pointing to resources of their choosing.
This crafted URL can be delivered to victims using typical
social engineering techniques, such as phishing emails or links
embedded in third-party websites. Once the user is lured to
click on this link, the SW extracts the query parameters using
the location.search without any validation or sanitization (line
3) and splits the key, value pairs, extracting and storing them
in an object ‘s’ (lines 4-8). Finally, as shown in lines 9-
11, the resourceHost value is directly appended inside the
importScripts() call, allowing the SW to execute this script.

const redirect = location => new Response (null, {
status: 302,

headers: { 'Location': location }

1)
async function applyUserParams (db, url) {

1
2
3
4
5
6 return redirect (decodeURIComponent (url.href));}

Fig. 3: SW using a custom function for redirection.

Open Redirect via Unvalidated Parameters. In addition to
standard APIs in JavaScript, custom functions can also be
sensitive. One such case we observed is shown in Figure 3,
where a user-crafted URL (Line 6) can be directly passed
into a user-defined function redirect() (Lines 1-4). The attacker
crafts a URL under a legitimate domain, augments it with
malicious query parameters, and distributes it through social
engineering such as phishing emails. When a victim follows
this link, the unvalidated URL is propagated to the redirect
logic, enabling the attacker to inject an external destination.
As a result, the SW’s intended protection against redirection
is bypassed, enabling arbitrary redirects controlled by the
attacker. This issue could be addressed by validating user-
derived inputs, preventing untrusted or user-controlled query
parameters from influencing redirect behavior, and constrain-
ing redirects strictly to predefined, trusted endpoints.

V. DISCUSSION
A. Limitations

Despite the effectiveness of our approach, several limita-
tions remain. First, the absence of a standardized ground-
truth dataset for JavaScript vulnerabilities prevents rigorous
quantitative evaluation. Consequently, we rely on indirect val-
idation strategies, including cross-model consistency analysis
and expert manual inspection.

Second, we observe that distinct LLMs often recognize
the same vulnerability while assigning different CWE/CVE
labels, likely due to inconsistencies in how these models map
vulnerability patterns to diverse taxonomies, thereby limiting
the reliability of automated triaging and straightforward cross-
model comparison.

Finally, our collected dataset may include both obfuscated
and minified SW scripts. While manual inspection did not
identify explicitly obfuscated code samples, there may still
exist subtle or partially obfuscated cases that are difficult to
detect without systematic analysis.

B. Future Work

Our initial assessment of vulnerabilities in SW scripts
largely relies on static tools, as the dynamic analysis remains
infeasible in our LLM-based analysis due to the requirement
for a more complex runtime environment such as browser
instrumentation and event-driven behavior tracing. This may
limit our observation for runtime behavior such as DOM
modifications and asynchronous logic. In the future, we plan
to develop enhanced framework to further assess such vulner-
abilities in various dynamic tools such as Foxhound [36]. To
further analyze the effectiveness of LLMs in detecting vul-
nerabilities and minimize hallucinations, we will also expand
our analysis to additional LLMs with varying architectures,
training data, and reasoning capabilities.

Moreover, we plan to develop a framework to enable
Proofs-of-Concept for each detected threat, and evaluate its
effectiveness by re-establishing our experimental environment.
To achieve this, we will develop both a client and an attacker
server, and induce the client to interact with the malicious in-
put or link to evaluate if the reported threat can be realistically
exploited in practice.

Also, we will leverage vulnerabilities identified in prior SW
security studies and real-world disclosures as ground truth,
evaluating whether LLMs can consistently rediscover these
known issues. This will allow us to assess LLM performance
beyond synthetic or manually curated examples.

Prior studies have evaluated LLM-based vulnerability detec-
tion using datasets for languages such as C/C++ and Python,
but no comparable benchmark exists for JavaScript and Service
Workers. As future work, we aim to construct a standard-
ized SW vulnerability dataset by aggregating and validating
findings from our large-scale analysis, enabling large-scale
evaluation for LLM-assisted approaches for security analysis.

VI. CONCLUSION

In this paper, we present an LILM-assisted, multi-phase
framework for analyzing security vulnerabilities in Service
Workers (SWs). Through a large-scale study of over 6,400 dis-
tinct SW scripts, we find that approximately 80% of them use
sensitive features in potentially unsafe ways. Our exploitation
analysis further validates that many of these vulnerabilities are
practically exploitable. Future work will focus on extending
this approach to additional LLMs and developing a standard-
ized, ground-truth dataset for JavaScript SW vulnerabilities.
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APPENDIX
A. Ethics

Our study aims to identify potential vulnerabilities present
in Service Worker scripts deployed by live websites in the
wild, and does not target any specific victim web services or
real users. We collect and analyze only publicly accessible
resources and do not interact with, modify, or disrupt the
normal operation of any website. Therefore, we consider the
ethic risks of such investigation negligible relative to the
broader positive impact of this work.

B. Prompts of LLM-assisted Vulnerability Detection

1) Phase-1 prompt used to detect all vulnerabilities in a
given SW script:

system_prompt = """

You are a PhD researcher specializing in web security, with a

«— specific focus on discovering novel and known vulnerabilities
< in JavaScript Service Workers.

Your expertise includes identifying issues like insecure caching

«—» strategies, scope creep, race conditions in event handling, and
<> improper cross-origin resource sharing within worker contexts.

CRITICAL OUTPUT RULES:

Output ONLY valid sed on your rigorous analysis.

5 ("TTcsv or TTT) .

Do NOT include ANY conversational text, introductions, or
conclusions.

If no vulnerabilities are found, return an empty string.

Columns must be strictly File Name, Vulnerability, Severity
(Low/Medium/High), CWE/CVE, Code Snippet

L o mi :r\ :A; k =

won

2) Phase-II prompt used to detect vulnerabilities caused by
the misuse of sensitive JavaScript functions:

system_prompt = """

You are a cybersecurity expert specializing in JavaScript security
«— and the detection of vulnerabilities caused by sensitive

<— function misuse.




A sensitive function in a script is a JavaScript function or API

< (both standard or custom) that can introduce security risks

< when used with untrusted or unsanitized input.

Your expertise includes identifying such sensitive function and API
< misuse in Service Worker scripts.

Example use of a sensitive function misuse:
The following code demonstrates how a sensitive function can be
< misused to introduce a serious vulnerability:

( function () {
self.param = parseParams (location.search);
var host = self.param.resourceHost;

self.importScripts (host + "/sw_£fn.js");
PO

=

his code reads a resourceHost value directly from the URL’s
query parameters and uses it to construct the URL passed
into importScripts(), causing the service worker to load
and execute a remote script chosen by the user. Because
importScripts () blindly imports whatever URL it is given,
this misuse allows an attacker to supply a malicious host
and gain full control over the service worker’s execution,
enabling script injection, cache manipulation, and
interception of network requests.

Note that the input used by these sensitive functions

{ (importScripts ()} are dynamic in nature {location.search},
and not hard-coded.

A A A

—
—

CRITICAL OUTPUT RULES:

Output ONLY valid CSV data rows based on your rigorous analysis.

Do NOT include a CSV header row.

Do NOT include markdown backticks (*~“csv or ~77).

Do NOT include ANY conversational text, introductions, or
conclusions.

If no sensitive-function-related vulnerabilities are found,
return an empty string.

Columns must be strictly:

File Name, Vulnerability, Severity (Low/Medium/High), CWE/CVE,

< Code Snippet,

is_sensitively_vulnerable, sensitive_function_responsible,

< confidence_score (0-10), standard_or_custom, explanation
W

ofofrere

(5205, 3806)
Llama

(1935,1577) (4667, 4248)

GPT
(517, 469)

(217,141) (240,279)

(4635, 1502)

Qwen

Fig. 4: LLM Models Comparison

OUTPUT REQUIREMENTS

« Output TSV rows ONLY

« No explanations outside TSV

« No assumptions beyond provided code

« Follow the exact column schema from the user prompt

Columns to add in the output TSV file are,
1. number

2. attack_vector

3. real_world_feasibility (High,Low,Medium)

3) Exploitation Analysis prompt used to detect attack vec-
tors and the real-time feasibility of attacks:

system_prompt =
You are a cybersecurity expert specializing in analyzing attack

< pre-requisites for vulnerabilities in JavaScript Service Worker
— scripts.

Your expertise is in identifying the attacker capabilities, input
<« control paths, and attack vectors required for a vulnerability
<— to be triggered, rather than discovering new vulnerabilities.

Your task is to:

1. Identify the required attack vector (attacker precondition).

2. Assess whether that attack vector is realistically achievable in
< real-world deployments.

ATTACK VECTOR MODEL

The "attack_vector" column MUST contain a SHORT, CATEGORICAL LABEL
— ONLY.

« Use ONE of the predefined labels below.

« Do NOT include explanations, sentences, or qualifiers in this
<— column.

« Detailed reasoning MUST appear ONLY in the "explanation" column.
ALLOWED attack_vector VALUES:

— Social_Engineering

- Crafted_URL_Input

- XSS

— CSRF

— Push_Payload_Influence

- Server_Side_Influence

— Client_Side_State_Manipulation

— Cross_Context_Message_Abuse

— Configuration_Weakness

— Unknown

+ Always choose the closest matching label.
If multiple vectors exist, select the PRIMARY required
<— precondition.

REAL-WORLD FEASIBILITY
Assess feasibility based on practical considerations:

« High:
{ Can be performed directly by an attacker with minimal
— assumptions
{ Example: user clicking a crafted link (social engineering)

Medium:
{ Requires a plausible but non-trivial condition
{ Example: presence of a reflected or stored XSS

+ Low:
{ Requires additional unknown vulnerabilities or rare conditions
{ Example: attacker influence over push notification payloads

Unknown:
{ Insufficient information to judge feasibility

This is NOT a claim of exploitability | only a practical likelihood

< assessment.

C. Consistency of Detection Results Across LLMs

Figure 4 compares the results obtained from the three
LLM models. Between Llama and Qwen, 217 scripts and 141
vulnerabilities were common. Between Llama and GPT, 1,935
scripts and 1,577 vulnerabilities were shared. Between GPT
and Qwen, 240 scripts and 279 vulnerabilities were common.
Across all three models, 517 scripts and 469 vulnerabilities
were consistently identified.



