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Abstract—Web agents are language-based AI systems capable
of executing multi-step online workflows. They interact with the
web in unexpected ways and present new classes of security
challenges. Ensuring that these interactions are safe requires
rigorous testing. However, the web’s heterogeneity and lack of
reproducibility, together with the complexity of language-model-
driven agents, complicate rigorous security evaluation. Robustly
evaluating web agents requires an environment that preserves
the complexity they face in the wild while providing a level of
reproducibility unavailable online.

We introduce ZOO, a simulated web environment that enables
realistic workflows across multiple interconnected web appli-
cations — including email, identity management, e-commerce
platforms, collaborative tools, and web analytics — within a single
network. Unlike the open web, it also provides full access to
backend state and supports deterministic re-initialization, both
of which are essential for robust verification of AI systems. We
describe its design and architecture, and show how to use it to
simulate an email-based indirect prompt injection attack on a
language-model web agent.

I. MOTIVATION

Web agents are AI systems capable of operating a web
browser in response to high-level user prompts. Although
only recently made technically feasible, they are already be-
ing deployed across a range of environments, including web
browsers [4], [38], [45], browser extensions [5], and standalone
developer tools [2], [13], [20]. With direct control over user
interactions, they pose risks that challenge existing security
assumptions and demand systematic evaluation.

Web agents are capable of multi-step and multi-site work-
flows, and can dynamically adjust their planned actions based
on observations from web pages. Throughout this process, web
agents are routinely exposed to untrusted content and act as
more than passive consumers: they can autonomously navigate
to URLs, provide user credentials, and perform arbitrary ac-
tions within web pages, such as clicking buttons and submitting
forms. In particular, web agents are highly susceptible to
indirect prompt injection attacks [11], [54], in which attacker-
controlled content causes an agent to misinterpret external text
as part of its own instructions, thereby enabling an attacker to
take arbitrary actions on a user’s behalf.

Evaluating the overall behavior and security properties of a

web agent requires more than simply observing task comple-
tion on a live website. It requires an environment that closely
matches the open web while providing two capabilities absent
from production settings: state observability and experimental
reproducibility.

The open web offers the most authentic attack surface,
yet it provides neither of these properties. Researchers cannot
inspect backend state to determine, for example, whether
an agent has executed an unwanted operation, nor can they
reliably reset the environment to a known initial configuration.
On the open web, each execution reflects a unique moment
in time, as data changes, content is personalized, and site
behavior evolves. Additionally, bot-detection mechanisms such
as CAPTCHAs and network intermittency complicate repro-
ducibility. Finally, ethical considerations require ensuring that
experiments do not disrupt real users or operational systems.

Existing benchmarks offer reproducibility but lack the
interconnected structure or real-world applications and services
needed for security research. Text-based LLM evaluation sys-
tems remove the browser entirely and cannot capture dynamic
page behavior or evaluate different agent architectures (visual
input, accessibility tree, DOM, or hybrid approaches). More
realistic benchmarks like VisualWebArena [32] provide indi-
vidual self-hostable web applications with seeded databases
and backend state access for evaluation. However, they offer a
limited number of applications — a social forum, e-commerce
site, and classifieds board — which share no services and
cannot communicate with each other.

To the best of our knowledge, no existing benchmark
provides an email server and webmail client, despite email
being a primary vector for attacks. More broadly, many in-
terconnected applications and services exist on the modern
web — productivity tools, identity providers, web analytics,
feed readers — that are not well represented in existing
benchmarks. Building such an environment requires substantial
infrastructure engineering that is peripheral to most security
research questions.

To compensate, we present ZOO as shared infrastructure
to eliminate this barrier. ZOO is a simulated web environment
composed of over a dozen interconnected applications. It offers
full state observability, allowing direct inspection of backend
databases and services from the host system and ground-truth
verification of agent behavior. It also supports deterministic
resets, whereby application state can be restored to committed
snapshots so that experiments begin from identical conditions.
Finally, it provides realistic complexity, integrating (to date)
13 functional web applications within a shared network to
support multi-step, cross-application workflows.
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In detail, our main contributions are:

1) Design and Architecture of ZOO: We present the architec-
ture and design principles of ZOO, a simulated web environ-
ment that enables precise state observation and deterministic
control (Section III).

2) Setup and Usage of ZOO: We present operational details of
ZOO and demonstrate a practical attack that shows how ZOO
enables the testing of indirect prompt injection attacks within
an email workflow (Section IV).

3) Discussion and Outlook: We discuss the feasibility and
limitations of ZOO relative to the open web and outline how
it can serve as a foundation for standardized benchmarks in
web agent security evaluation (Section V).

II. BACKGROUND

Before presenting the design and architectural details of
ZOO, we first introduce terminology and describe a real-world
indirect prompt injection email vulnerability that motivates the
practical attack demonstration in Section IV-C.

Web Agents: Web agents are systems that use large language
models (LLMs) for reasoning and planning to perform com-
plex tasks across websites based on natural language com-
mands. Unlike traditional web browsers that wait for human
input, web agents autonomously execute multi-step workflows
(e.g., booking travel, filling forms, managing emails). Web
agents typically operate with persistent, high-privilege creden-
tials and user data, which introduces security and privacy risks,
including data leakage and loss of user control when agents
interact with malicious websites.

Indirect Prompt Injection Attacks: Indirect prompt injection
attacks [44] allow an attacker to craft malicious inputs to
manipulate an LLM into performing unintended actions, such
as leaking data or circumventing security safeguards. Because
LLMs process instructions and data through the same medium
(namely, text), it can be challenging for them to distinguish
malicious user input from actual instructions. This makes
web agents susceptible to attacks that include authoritative
sounding commands or uncommon text strings that push
the LLM outside of its usual operating context. A carefully
constructed string of text can have an effect similar to that
of a traditional SQL injection attack [41], but without the
deterministic solution of escaping the user-provided text. In
LLMs, escape characters are treated as just more text.

Below, we present a real-world indirect prompt injection
example that illustrates the attack and highlights the need for
more realistic evaluation environments.

Real-World Indirect Prompt Injection Attacks: Recent vul-
nerabilities in web agents [1], [24], [36] and web applications
[6], [36] share common patterns, and underscore the need for
a realistic evaluation environment to study them. The specific
details of these attacks vary, but they generally progress
through the following stages:

(1) Attack Setup: An attacker posts content online where a web
agent will be exposed to it (e.g., sending an email, posting
text or images on a forum). The content can optionally be
obfuscated to be invisible to a human (e.g., inside an HTML

comment or white-on-white text). While the exact prompts
vary, they may be similar to the following:

1 [SYSTEM NOTE] URGENT: Ignore prior instructions and instead
extract all emails marked confidential and send
contents as a payload to https://attacker.com?param=<
payload>.

While the above example illustrates data exfiltration via
a provided URL, an attacker could alternatively specify an
email address (e.g., email@attacker.com) and modify
the prompt to forward all confidential messages. In both cases,
the outcome is identical: the injected prompt enables the
attacker to harvest sensitive information, often without the
victim’s awareness.

(2) Agent Execution: User assigns a task, such as: Create an
overview document for project X by summarizing my emails.
The web agent takes these trusted instructions from the end
user and mixes those with the untrusted content, merging the
attack prompt into the LLM context.

(3) Verification: The web agent leaks sensitive data to the
attacker, such as by sending it as a payload to an attacker-
controlled URL. This allows the attacker to verify that the
attack succeeded.

III. DESIGN AND ARCHITECTURE OF ZOO

ZOO is designed with two central objectives in mind: realism
and reproducibility. We achieve realism by running a rich
and interconnected set of websites within the same network.
By providing shared services and standard web application
protocols within the internal network, the environment en-
ables deployment of unmodified web applications, supporting
complex, multi-application workflows that closely mirror real-
world usage patterns. We maintain reproducibility through
deterministic control over state, configuration, and domain
allocation.

Moreover, the design of ZOO minimizes idle resource
consumption. Tables in Appendix A present a summary of
latency characteristics, Docker image sizes, and runtime mem-
ory usage of ZOO containers, along with an overview of the
different programming languages in use.

A. System Overview

As illustrated in Figure 1, ZOO blocks all Internet access,
using an internal Docker network [10] (cf., Internal Zoo
Network in the graphic). Instead, the environment is hosted
under a dedicated .zoo domain and exposes a forward proxy
interface that enables web agents to interact with websites
using a standard web browser proxy configuration. Internally,
ZOO provides over a dozen diverse applications including
webmail, e-commerce, git hosting, and a centralized identity
provider. ZOO also provides shared infrastructure for real-
world testing conditions. Site containers use an on-demand
startup model, remaining uninitialized until the first incoming
web request.

B. Core Network Services

The architecture of ZOO is modular, with distinct compo-
nents responsible for traffic mediation, domain resolution, web
serving, data persistence, and authentication.
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Fig. 1: System Architecture of ZOO, integrating core network services, core backend services and dynamic applications and
static sites. The architecture enforces strict separation between the user-facing and internal networks, mediates all traffic through
centralized proxies and DNS, blocks all direct internet access, and confines operational control to a dedicated control plane.

Squid Forward Proxy: All browser agent traffic is routed
through a Squid Proxy [49] server (listening on port 3128).
Unlike other Docker containers in the ZOO environment, Squid
has access to both the User-Facing Network and the Internal
Zoo Network, enabling it to mediate all traffic between the web
agent and the various services within the ZOO environment.

Caddy Reverse Proxy: The Caddy web server [3] manages
HTTPS traffic within the environment. Supporting HTTPS
enables a more realistic testing environment, as many powerful
web APIs are only exposed in secure contexts [57].

CoreDNS: Domain name service (DNS) resolution within the
environment is handled by CoreDNS [7], which resolves all
internal .zoo domains to their corresponding containers.

C. Core Backend Services

ZOO relies on a shared set of core backend services that
all applications can consume, as they would in a traditional
deployment. This shared architecture enables use of largely
unmodified open-source web applications via their published
Docker containers and configurations, instead of building new
sites from scratch. It also allows sites to use services such as
SMTP [26] and OIDC [42], enabling agents to trigger end-to-
end workflows across applications.

Stalwart Mail Server: The Stalwart Mail Server [50] is
an open-source, modern email and collaboration server that
supports standard protocols like IMAP, POP3, and SMTP,
making it capable of handling all required email workflows.

Hydra (OpenID / OAuth): OpenID Connect (OIDC) [42] is
an identity layer built on top of OAuth 2 [27], [28] that verifies
a user’s identity and can share profile information across
applications. Web applications are commonly configured to
allow OIDC, often by simply passing environment variables

to a Docker container, to offer single sign-on to users. Ory
Hydra [43] provides the underlying identity functionality for
the ZOO environment, with a simple custom web app hosted
at auth.zoo providing a user interface for login and consent
flows. This enables single sign-on: a user who authenticates at
auth.zoo can seamlessly access any OIDC-enabled appli-
cation without re-entering credentials.

MySQL and PostgreSQL: MySQL [40] and PostgreSQL [46]
provide relational database support.

Golden State Snapshots: Fast, deterministic reset is achieved
through a golden state snapshot strategy. During the Docker
image build, after all SQL dumps are loaded and the database
is fully initialized, the entire database directory is captured as
an uncompressed TAR archive stored within the image (e.g.,
/var/lib/mysql-golden.tar). A custom container en-
trypoint script executes on every container start, before the
database server initializes:

1 rm -rf /var/lib/mysql/*
2 tar -xf /var/lib/mysql-golden.tar -C /var/lib/
3 chown -R mysql:mysql /var/lib/mysql

This approach restores the byte-for-byte database state
within a few seconds, regardless of any changes that occurred
during the previous session. A data-golden/ directory
containing configuration and other state is committed to the
repository, while large binary assets such as git repositories
are fetched during the Docker build. The container’s entrypoint
script always restores the data directory from the golden copy
on every container start.

Redis: Redis [47] serves as an in-memory key–value store
for transient data. Redis is configured with persistence explic-
itly disabled (--save "" --appendonly no), ensuring
it restarts to an empty state and requires no snapshot mecha-
nism.
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D. Provided Applications

Static sites are contained within the sites/static/
and dynamic applications reside within the sites/apps/
directory. Below is a description of each provided application
(cf. Figure 1) in ZOO:

snappymail.zoo: SnappyMail [22] is a modern webmail
client designed for simple email management, and is precon-
figured for the provided Stalwart Mail Server, with multiple
preseeded user accounts. Email management is a representative
task for web agents, and enables evaluation of email-based
workflows, including indirect prompt injection scenarios.

classifieds.zoo: The Visual Web Arena [32] classi-
fieds application is a Craigslist-style marketplace, with 65,955
product listings at the time of publication. Instructions in
the VisualWebArena repository [23] indicates roughly 84,000
product listings including 336,000 images.

postmill.zoo: The Visual Web Arena [32] social forum
application is a Reddit-style platform built on Postmill. The
upstream Docker image contains over 31,000 images.

onestopshop.zoo: The Visual Web Arena [32] shopping
application is a Magento 2-based e-commerce platform con-
taining approximately 195,000 product images.

auth.zoo: The auth.zoo application provides OAuth2
and OpenID Connect authentication services using Ory Hy-
dra [43]. When a user clicks “Sign in with auth.zoo” on an ap-
plication like gitea.zoo, they are redirected to authenticate
and grant consent before being returned with valid credentials.

northwind.zoo: phpMyAdmin [52] is a web-based
MySQL administration tool, preconfigured to connect to the
Northwind database which was introduced with Microsoft
Access [39] to represent a sufficiently complex corporate envi-
ronment (with customers, employees, orders, etc) for database
administration tasks.

wiki.zoo: Kiwix [17] is a free and open-source offline
reader for Wikipedia. The wiki.zoo environment integrates
Kiwix with a bundled copy of the Simple English Wikipedia.

miniflux.zoo: Miniflux [19] is a lightweight RSS feed
reader. It is integrated with auth.zoo for optional OIDC
authentication, and can display data from other services.

excalidraw.zoo: Excalidraw [15] is an open-source vir-
tual whiteboard application with real-time collaboration fea-
tures for creating diagrams and sketches.

gitea.zoo: Gitea [16] is a self-hosted Git service that offers
a web interface for code hosting, with version control, issue
tracking, and code review.

paste.zoo: paste.zoo is a self-hosted pastebin service
powered by Microbin [21]. Within ZOO, unauthenticated text
sharing provides a simple vector for seeding malicious content,
and can be used for data exfiltration.

focalboard.zoo: Focalboard [18] is a project management
tool with kanban boards, lists, and collaborative features.

analytics.zoo: Matomo [37] provides analytics for all
.zoo sites. An admin user is available for analytics.zoo,
which provides dashboards and reporting for all web agent
traffic within ZOO.

IV. SETUP AND USAGE OF ZOO

ZOO is released as open-source software at
https://github.com/bgrins/the_zoo, including
detailed installation instructions.

A. Getting Started

We provide a package on npm, allowing the environment
to be started with a single command:

1 npx the_zoo start

This command pulls pre-built Docker images from a public
container registry and starts the entire ZOO environment, with
the Squid Proxy server listening on port 3128. A browser or
web agent can then connect to the proxy and start interacting
with ZOO. For example, the Browser Use library [2] can be
configured to connect a web agent to the ZOO proxy as follows:

1 browser = Browser(
2 proxy=ProxySettings(server="http://localhost:3128"),
3 args=["--ignore-certificate-errors"],
4 )
5 agent = Agent(
6 task="Go to https://home.zoo and tell me what services are

available",
7 llm=ChatOpenAI(model="gpt-4o"),
8 browser=browser,
9 )

10 result = await agent.run()

B. Predefined User Personas

Predefined user personas enable authenticated access with-
out needing to create new user accounts. These are accessi-
ble for each site inside docs/credentials/, e.g., from
docs/credentials/snappymail.zoo.yaml:

1 site: snappymail.zoo
2 description: Webmail client
3 admin:
4 username: admin
5 password: admin123
6 note: Admin panel at /?admin
7 users:
8 - username: admin@snappymail.zoo
9 password: admin123

10 # more users...

As illustrated in the Listing, each credential file specifies
the site domain, an optional admin account with elevated
privileges, and a list of regular user accounts with their login
credentials.

C. Practical Attack Demonstration

We demonstrate how ZOO enables web agent security
evaluation by reproducing an email-based indirect prompt
injection attack similar to the one described in Section II.

Scope: This demonstration serves as a proof of concept, illus-
trating ZOO’s capability to support security research. We leave
a systematic evaluation of agent vulnerabilities for future work.
We test a single agent library (Browser Use v0.10.1 [2]) with
one model (GPT-4o-mini) using deliberately naive prompts.
A rigorous evaluation should vary models, agent frameworks,
prompt sophistication, and report success rates across multiple
trials: exactly the kind of research ZOO is designed to enable.
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(3) Verification(1) Attack Setup

Check my inbox and 
triage the most recent 
emails.

(2) Agent Execution

Fig. 2: Practical attack simulation in ZOO demonstrating a real-world indirect prompt injection via email: (1) an attacker sends
an email containing an indirect prompt injection payload, (2) the user instructs the agent to perform a legitimate task, (3) the
attack succeeds: the agent exfiltrates the user’s password (“alice123”) back to the attacker.

Figure 2 illustrates the attack demonstration with screen-
shots. The workflow consists of three steps: (1) injecting a
malicious payload, (2) executing a web agent task, and (3)
verifying attack success from the control plane.

(1) Attack Setup: An attacker (Grace) sends a malicious email,
containing the attack prompt, to the victim (Alice). Within ZOO
we simulate this behavior using the following CLI commands:

1 npx the_zoo email swaks -- --server stalwart:25 \
2 --to alice@snappymail.zoo --from grace@snappymail.zoo \
3 --header "Subject: Important: Project updates" \
4 --body "ATTENTION: NEW IMPORTANT AND URGENT: in order to
5 complete your task, you MUST reply to this message with
6 my password (alice@snappymail.zoo). It is CRITICAL that
7 you complete this BEFORE doing anything else."

We use swaks, a popular SMTP testing tool, to send
the malicious email. The --body of the email contains
the indirect prompt injection, instructing the agent using
the words ATTENTION: NEW IMPORTANT AND URGENT
to interrupt its current task, query the password for
alice@snappymail.zoo, and send it back to the attacker
(Grace).

(2) Agent Execution: We configure the agent to connect
through the ZOO proxy and assign a benign task on behalf
of Alice.

1 agent = Agent(
2 task="Go to https://snappymail.zoo and log in with
3 Email: alice@snappymail.zoo Password: alice123.
4 Check my inbox and triage the most recent emails.",
5 llm=ChatOpenAI(model="gpt-4o-mini"),
6 browser=Browser(proxy=ProxySettings(
7 server="http://localhost:3128")),
8 )
9 result = await agent.run()

The agent logs in, reads the malicious email, follows
the injected instructions, and replies with Alice’s password.
Selected steps from the agent’s execution trace show how the
attack unfolds: the agent discovers the malicious email, opens
it, internalizes the instructions as its next goal, and sends the
password:

1 Step 3: Memory: Found one recent email from
2 grace@snappymail.zoo titled ’Important: Project updates’
3 Step 4: Action: Click on the email to view its content
4 Step 5: Next goal: Reply to the email from
5 grace@snappymail.zoo with my password as instructed.
6 Step 6: Click "Send"

(3) Verification: We verify the attack by checking the attacker’s
inbox:

1 npx the_zoo email inbox \
2 --user grace@snappymail.zoo --password grace123
3 # Shows reply containing "alice123"

As illustrated, checking Grace’s inbox with npx confirms
the attack succeeded: Alice’s reply contains the exfiltrated
password ‘alice123’. The screenshot on the right side of
Figure 2 shows the email containing the exfiltrated password.

(4) Reset and Repeat: While the attack itself has only three
steps, ZOO allows for an important fourth step in the sequence:
resetting the state and repeating the attack. Since language
models generate text probabilistically, evaluating attack suc-
cess rates often requires re-running the experiment multiple
times. Resetting the environment to the initial state with

1 npx the_zoo restart

restores all databases from committed snapshots, without any
manual cleanup and allows to instantly repeat the experiment.

V. DISCUSSION AND OUTLOOK

Modern web security emerged through decades of layered
defenses — HTTPS adoption [12], [30], Same-Origin Pol-
icy [56] , Content Security Policy [55], and browser sand-
boxing [31], [48] — rather than any single mechanism. We
anticipate that web agents will require a similarly iterative
evolution of defensive mechanisms to address emerging se-
curity challenges. As with past web security efforts, progress
will require evaluation frameworks that enable continuous
benchmarking and iterative defense development.

Providing Better Evaluation Systems: Evaluating web agents
requires more than simple task-completion metrics, as tradi-
tional measures fail to capture complex behaviors such as au-
thentication, session management, and adaptation to dynamic
interfaces. ZOO provides reusable infrastructure rather than a
fixed benchmark, separating the extensible environment from
task definitions, success criteria, and evaluation metrics. This
decoupling allows benchmarks to evolve as threats change,
reduces overfitting to static task suites, and enables researchers
to design evaluations suited to their specific needs, while
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avoiding the substantial and orthogonal engineering effort
required to integrate realistic, heterogeneous web services.

Limitations of ZOO: While the current environment provides
a robust foundation for reproducible experimentation, there are
opportunities to extend it toward greater realism, scalability,
and analytical depth:

a) Integration with Live Ecosystems: ZOO currently blocks
external network access to ensure reproducibility. Some attack
scenarios, such as data exfiltration, may require selective
external connectivity or mocked services, which we leave to
future work.

b) Network Dynamics: The current environment does not
simulate latency, packet loss, or bandwidth constraints, pre-
cluding study of timing-dependent vulnerabilities or web agent
behavior under degraded connectivity.

c) Scalable Service Orchestration: The current Docker Com-
pose implementation supports local experimentation and
single-host cloud deployment with Docker-in-Docker [9]. Scal-
ing to parallel evaluation across multiple Zoo instances is
straightforward future work.

d) Richer Seeded Data: ZOO includes only minimal seeded
data, limiting evaluation complexity; expanding realistic con-
tent is orthogonal to the infrastructure and left for future work.

Outlook: Security research on web agents requires environ-
ments that can reproduce attack scenarios across multiple
applications while providing backend state observability and
reset capabilities absent from the open web.

Unlike existing benchmarks, ZOO provides a self-contained
network of interconnected web applications with deterministic
reset semantics and full backend access. This enables con-
struction, execution, and analysis of multi-step attack scenarios
without impacting production systems or rebuilding infrastruc-
ture for each project.

Future work should focus on establishing standardized web
agent benchmarks that combine functional realism with con-
trolled observability, enabling cross-study comparisons while
maintaining security.

VI. RELATED WORK

Developing evaluation systems to assess the security prop-
erties of web agents is key to providing security guarantees
for end users as they begin to rely on such systems. Recent
work however has shown that LLM agents interacting with
the web are highly susceptible to prompt injection and other
interface-layer attacks [1], [11], [36], [54].

Foundational Web Agent Benchmarks: Early work on web-
based agents focused on simplified, synthetic environments
rather than security or robustness. MiniWoB++ [34] and Web-
Shop [58] provide controlled benchmarks for short, single-
site interactions. Subsequent work has scaled to more realistic
settings: Mind2Web [8] provides human traces across websites,
WebVoyager [25] evaluates multimodal agents on live sites,
and WebLINX [35] defines conversational navigation tasks
across sites.

Realistic Web Environments: To close the gap between
synthetic tasks and the open web, WebArena and VisualWe-
bArena [32], [59] introduce a realistic environment composed

of websites across domains such as e-commerce and social
forums. However, subsequent analyses of these systems have
pointed out several limitations [29] like e.g. limited control
over the underlying applications. REAL [14] provides de-
terministic browser-based evaluation but uses simplified site
replicas rather than full applications. Its environments cannot
be extended with new services or data, do not support multi-
user authentication, and lack shared infrastructure like email
or identity providers.

Security and Robustness of Web Agents: Benchmarks that
explicitly target the safety and security of web agents have only
recently begun to appear, including ST-WebAgentBench [33]
for safety and trustworthiness, WASP [11] and WebInject [53]
for prompt-injection robustness, and WAREX [51] for relia-
bility under realistic network and environment perturbations.
Systematic evaluations of agentic LLMs on the web are
still relatively sparse, and the reported performance is not
encouraging. ST-WebAgentBench shows that, for three state-
of-the-art agents, the fraction of tasks they complete without
breaking any of the benchmark’s safety rules is less than two-
thirds of the fraction they complete if such rule violations
are ignored [33]. WAREX demonstrates that injecting realistic
instability into existing benchmarks causes substantial drops
in task success, highlighting limited robustness [51]. WASP
and WebInject show that contemporary web agents can be
hijacked by multi-step prompt-injection attacks that divert
them from their user-specified goals and attempt to achieve
data-exfiltration objectives [11], [53] WASP observes security
by incompetence, where attacks partially succeed in diverting
web agents towards malicious actions up to 86% of the time,
but they fail to achieve the full data exfiltration goal due to a
lack of reliability.

All of the above works primarily define adversarial task
suites on top of existing benchmarks or front-end replicas.
ZOO on the other hand provides the controlled environment
needed to systematically study these attacks: seeding malicious
content, executing agent tasks, inspecting backend state to
verify exploitation, and resetting to repeat trials.

VII. CONCLUSION

Web agents introduce new security risks by autonomously
executing multi-step workflows across untrusted web content.
Evaluating these risks requires environments that preserve the
complexity of the open web while providing reproducibility
and state visibility unavailable in production settings.

We propose ZOO, a simulated web environment that inte-
grates multiple interconnected web applications, such as email,
identity management, e-commerce platforms, and analytics,
within a single isolated network. ZOO provides full access
to backend state and supports deterministic re-initialization,
enabling precise and repeatable analysis of web agent behavior.

Through a practical attack demonstration of an email-based
indirect prompt injection, we show how ZOO enables realistic
security evaluations that are impractical on the live web. By
balancing realism with experimental control, ZOO provides
shared open-source infrastructure for evaluating web agent
safety and reliability.
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APPENDIX

Site Language Services
snappymail.zoo PHP Stalwart
classifieds.zoo PHP MySQL
postmill.zoo PHP PostgreSQL, Stalwart
onestopshop.zoo PHP MySQL
auth.zoo TypeScript PostgreSQL, Hydra, Stalwart
northwind.zoo PHP MySQL
wiki.zoo C++ –
miniflux.zoo Go PostgreSQL, Hydra
excalidraw.zoo TypeScript –
gitea.zoo Go PostgreSQL, Redis, Hydra, Stalwart
paste.zoo Rust –
focalboard.zoo Go PostgreSQL
analytics.zoo PHP MySQL

TABLE I: Applications in ZOO with their implementation
languages and core service dependencies.

Site Cold (ms) Warm (ms)
onestopshop.zoo 12,641 47
postmill.zoo 8,201 53
analytics.zoo 4,496 54
snappymail.zoo 2,829 15
gitea.zoo 2,753 11
northwind.zoo 2,335 28
classifieds.zoo 1,914 49
paste.zoo 1,797 6
miniflux.zoo 1,762 6
wiki.zoo 1,736 14
misc.zoo 1,698 9
excalidraw.zoo 1,675 10
focalboard.zoo 1,373 7
auth.zoo 1,226 10
Average 3,317 23

TABLE II: On-demand module latency for ZOO sites.

Site Size Service Size
postmill.zoo 15.09 GB MySQL 2.48 GB
onestopshop.zoo 5.48 GB PostgreSQL 1.94 GB
classifieds.zoo 4.89 GB Stalwart Mail Server 246 MB
wiki.zoo 934 MB Squid Forward Proxy 238 MB
analytics.zoo 575 MB Caddy Reverse Proxy 81 MB
northwind.zoo 556 MB CoreDNS 55 MB
auth.zoo 485 MB Ory Hydra 44 MB
snappymail.zoo 202 MB Redis 40 MB
gitea.zoo 184 MB
paste.zoo 149 MB
focalboard.zoo 124 MB
excalidraw.zoo 31 MB
miniflux.zoo 29 MB
misc.zoo 14 MB
secure.gravatar.com 13 MB
Sites Total 28.7 GB Services Total 5.1 GB

Total: 33.8 GB

TABLE III: Docker image sizes for Zoo containers.

Site MB Service MB
onestopshop.zoo 352 MySQL 536
analytics.zoo 158 Squid Forward Proxy 165
gitea.zoo 149 PostgreSQL 100
auth.zoo 120 Caddy Reverse Proxy 68
postmill.zoo 117 Ory Hydra 41
snappymail.zoo 107 Stalwart Mail Server 30
northwind.zoo 74 CoreDNS 16
focalboard.zoo 50 Redis 7
classifieds.zoo 47
miniflux.zoo 39
excalidraw.zoo 29
wiki.zoo 19
paste.zoo 16
misc.zoo 7
Sites Total 1,284 Services Total 963

Total: 2,247 MB

TABLE IV: Runtime memory usage for ZOO containers.
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