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Abstract—Content personalization is ubiquitous on the web
and mobile applications. However, the mechanisms that practi-
cally control this personalization by the different parties in the
targeted advertising ecosystem remain unclear, raising serious
questions about possible user manipulations to encourage them
to take certain actions (e.g., consent to cookies, purchase a
product). Due to its user-centric nature, it is technically difficult
to collect this personalization in order to analyze it on a large
scale. In this paper, we present STETOSCOPE (underSTand
targETing and manipulatiOnS via COllaborative Private data
collEction), a participative mobile application to analyze content
personalization. Instead of relying on bots for data collection
(which are subject to detection by platforms and may induce
bias in the content), STETOSCOPE engages individuals by pro-
viding them with data collection campaigns linked to legitimate
questions posed by citizens (e.g., is there price discrimination
on this platform? Is this incentive message trustworthy?). A
data collection campaign guides the user to specific web pages
or mobile applications where a screenshot is triggered by the
participant to collect the targeted information. These screenshots
are then analyzed on a backend server to draw conclusions. This
participatory application allows users to be involved in issues
related to different forms of personalization on mobile, such as
the analysis of dark patterns, price or search discrimination,
the exchange of personal information with third parties, trust in
incentive messages, or information bubbles for instance. To assess
the prospects and limitations of the STETOSCOPE, we conducted
preliminary data collection campaigns on e-commerce, bus and
hotel booking, and recruitment platforms. Our preliminary
results show evidence of search discrimination on most platforms,
evidence of price discrimination on AliExpress, and evidence of
fake discounts during Black Friday on Temu and on many e-
commerce platforms before and after Christmas.

I. INTRODUCTION

Content personalization [1] involves creating a unique expe-
rience for each user, tailored to their specific needs, interests,
and preferences. To ensure this personalization, the system
relies on the construction of profiles that gather the activity of
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each user including, for example, pages visited, articles liked,
time spent watching videos, etc. By leveraging these profiles,
the personalization system can offer each user content that
they are likely to be interested in. Content personalization
is now ubiquitous on the Web and in mobile applications.
This massive deployment of personalization stems from the
fact that, on one hand, it increases user engagement [2] and,
on the other, generates additional revenue for application
providers [3].

However, the mechanisms that actually control this per-
sonalization remain unclear, raising serious questions about
possible user influence or manipulation [4]. Indeed, since per-
sonalization systems are black-box systems, we do not know
what information is actually used (i.e., what constitutes the
user profile), and how the decision to expose users to particular
content is made [5]. This lack of transparency is fertile ground
for abuse. For example, evidence of price and search discrimi-
nation has been reported in different studies [6], [7]. Moreover,
the Cambridge Analytica scandal [8] also showed that users’
psychological characteristics were used to target specific users
with content in order to influence them during elections. This
targeting of content for political purposes (e.g., to influence
elections or create distrust among citizens in their policies) is
increasingly making headlines [9], [10], [11]. Finally, some
incentive mechanisms (also called nudging) that encourage
users to take actions also raise questions about their legitimate
purpose or their manipulative purpose [12], [13]. For example,
some dark patterns [14], particularly on cookie banners, can be
seen as consent theft [15], [16]. Furthermore, some incentive
messages urging users to buy quickly because only a limited
number of items remain and several other users are viewing
them, also raise questions about their truthfulness [13].

Collecting and analyzing personalized content delivered to
users by multiple platforms is complex [17]. Relying on the
creation of bots that automatically collect content through API
faces several limitations. First, these bots are not linked to
real users and may contain biased or limited content. Second,
since platforms monetize user visits, they try to quickly detect
bots in order to filter them out [18]. Circumventing bot
detection systems never works for very long and requires



constantly changing strategies [19]. In addition, creating bots
on smartphones often requires rooting the phone in order to
instrument the device. This information (i.e., a rooted phone)
is known to the platforms, which also biases the delivered
content. Moreover, automating data collection can be very
complicated on mobile. For example, it may be necessary
to follow a specific path through multiple pages or to fill
out forms to access the desired information. The information
displayed may also be dynamically generated by running
scripts (generally obfuscated) when the page loads, making
web page (e.g., HTML) analysis useless.

To overcome these limitations, we developed STETOSCOPE
(underSTand targETing and manipulatiOnS via COllaborative
Private data collectEction), a participatory tool for analyzing
content personalization on mobile devices. Instead of using
bots for data collection, STETOSCOPE engages individuals by
offering them data collection campaigns linked to legitimate
questions asked by citizens (e.g., is there price discrimination
on this platform? Is this incentive message trustworthy?). A
data collection campaign guides the user through specific web
pages or mobile applications to the information that needs
to be collected. A screenshot is then triggered by the user.
These screenshots are then sent to and analyzed on a backend
server. A dashboard allows the administrator to view, filter,
and process the screenshots manually or automatically by
extracting the necessary content from them. Finally, analysis
tools allow the administrator to view screenshots, process them
automatically, and plot graphs.

This participatory tool helps to raise awareness and engage
users on the challenges of transparency in mobile person-
alization. The generic behavior of STETOSCOPE allows, for
example, the analysis of dark patterns, price and search
discrimination, the exchange of personal information between
a platform and third parties, content and behavior changes
between web and mobile platforms (e.g., prices on a mobile
application are not the same as on the associated website),
the trustworthiness of incentive messages, and information
bubbles. To illustrate the potential and limits of STETOSCOPE,
several data collection campaigns have been conducted. Our
preliminary results show evidence of price discrimination,
especially on AliExpress where this practice is systematic.
Results also show systematic evidence of search discrimination
on most of e-commerce platforms. We also show evidence
of abusive practices regarding fake discounts during Black
Friday on Temu and on many e-commerce platforms before
and after Christmas (e.g., the price remains the same during
and after Black Friday, but a large discount rate is advertised
during Black Friday). Finally, we also noticed an inconsistency
regarding an experience counter on Booking.com. The use
of STETOSCOPE is not limited to these use cases and can
be useful for many projects to analyze other personalization
mechanisms. To encourage its use, STETOSCOPE is publicly
available and open source'.

In this article, after a discussion of the background and state-
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of-the-art (Section II), we present STETOSCOPE (Section III)
before illustrating some possible use cases of data collection
campaigns (Section III-D). Finally, we provide preliminary re-
sults (Section IV) before discussing the limitations (Section V)
and concluding (Section VI).

II. BACKGROUND AND RELATED WORK

In this section, we review the background and related work
on data collection and personalization (Section II-A), and
measurement tools to analyze the evolution of the practices
(Section II-B).

A. Ubiquitous data collection and personalization

As profiling has become the norm on the Internet, users’
personal data is being collected on a massive scale to per-
sonalize content. Recently, [20] shows how commercial smart
speakers profile users based on vocal traits to deliver targeted
advertisements. This study provides empirical evidence that
users may be subjected to personalized advertising even when
opting out of certain data practices, emphasizing the gap be-
tween user expectations and actual system behavior. However,
determining precisely what information is collected and how
it is used remains a challenge [4], [21]. This lack of trans-
parency [5], combined with the emergence of controversial
practices such as consent theft or other kinds of manipulation
via dark patterns [14], [15], [16], the exchange of personal data
among third parties [22], or discrimination [7] raises serious
concerns. The root causes of this discrimination remain poorly
understood and demonstrating evidence of such discrimina-
tion requires meticulous and time-consuming data collection.
While some studies do not find any evidence of systematic
price discrimination (e.g., on online airline tickets [23]), other
studies have clearly demonstrated the existence of both price
and search discrimination [7] and the impact of user location
data on price differences [6] and tracking practices [24].

B. Measurement Tools

Deceptive patterns: Tools for detecting abusive manipu-
lation patterns vary considerably in terms of technique and
scope, and there is no single approach that works for all
platforms. Rule-based systems are one of the most traditional
methods for analyzing websites and searching for predefined
signals that correspond to known manipulation patterns. For
instance [25] uses this approach to collect cookie banners from
different websites and flags designs that quietly reduce user
choice, such as hiding the reject button or presenting “agree”
as the easiest option. Even though this approach works well
for clear patterns, it can struggle with more subtle tactics that
do not follow fixed templates.

Data-driven systems, on the other hand, rely on predefined
rules and depend on high-quality annotated datasets. For
instance, [26] leverages machine learning models to automat-
ically identify data manipulation or dark patterns. This makes
detection more flexible, especially when such manipulation
evolves or appears unexpectedly. However, these approaches
remain highly dependent on how the training data is labeled



and on the very definition of what constitutes manipulation.
Hybrid solutions attempt to combine both approaches. Ul
Guard [27], for instance, analyzes screenshots, extracts text,
and then evaluates both the visual layout and the language to
detect deceptive patterns. This approach helps detect manipu-
lation techniques that rely on a combination of interface design
and wording. Indeed, a button might appear harmless but be
associated with deceptive text, or vise versa. Consequently,
tools that use only one method can miss important elements.

More and more tools rely on the analysis of screenshots like
STETOSCOPE, which tend to be more stable and consistent
than the underlying HTML code of the web page [28], [29].
Indeed, HTML code can vary depending on the device and the
version of the application, or it can be dynamically generated
or modified by JavaScript, making analysis difficult.

More recently, DPGuard [30] automatically detects
deceptive patterns from screenshots by directly prompting
VLLMs. AutoBot [31] follows a similar approach, combined
with text extraction and the use of an LLM to understand
the context in order to identify and localize deceptive
patterns. Although these solutions improve the detection of
deceptive patterns, they are not suitable for analyzing content
personalization in a population of individuals to identify other
unethical practices, such as price or search discrimination.
Furthermore, these tools rely on the ability of the underlying
machine learning solutions (e.g., VLLMs) to analyze and
extract information from screenshots. STETOSCOPE faces
the same limitation, but this analysis can be easily refined
manually for each campaign to avoid false positives as much
as possible.

Data collection from mobiles: With the massive adoption
of mobile devices in recent years, most interactions between
users and online services now take place via these devices.
This makes it significantly more difficult to automate in-
formation collection and analysis. While in-depth analysis
with FridaZ, a dynamic instrumentation toolkit for developers,
reverse engineers, and security researchers, is still possible,
it usually requires rooting the smartphone, which skews the
results. Indeed, platforms monetize visits and therefore search
for and exclude bots [32], [33], [34], rooted phones, or fake
accounts [6] from monetized targeting to reassure advertisers
wishing to use their platform. This bot detection and preven-
tion make automation difficult. For instance, [35] analyzed
intentional fingerprint inconsistencies used by bots to bypass
detection and revealed that platforms rely heavily on finger-
printing to identify automated behavior. This makes bot-based
auditing of personalization increasingly ineffective because
automated clients are likely to be excluded from the user
experience they attempt to study. To overcome this limitation,
STETOSCOPE adopts a different strategy by directly engaging
individuals in participatory research to increase the trans-
parency of targeted advertising and personalized services in
the specific context of mobile computing. To assist participants
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in these tasks, STETOSCOPE guides them (potentially through
several actions) until the targeted information is visible.

Finally, participatory approaches provide a completely dif-
ferent perspective and are increasingly developed in diverse
topics [36] ranging from plant identification and monitoring
protected areas [37] to the participatory exploration of pollu-
tion data using smartphones [38]. In a participatory and user
driven approach, instead of machines scanning interfaces, real
people report dark patterns they encounter in everyday use.
We believe that with the growing awareness of the population
regarding privacy and manipulation issues, an application like
STETOSCOPE that would make it possible to analyze the
behavior of new practices of websites and mobile applications
is timely and would find great enthusiasm.

III. STETOSCOPE

STETOSCOPE consists of a mobile application for data
collection campaign participants and a backend server pro-
viding a configuration and analysis dashboard for campaign
administrators. In this section, an overview of STETOSCOPE’s
functionality is presented (Section III-A), before describing
the mobile application (Section III-B), the administration
dashboard (Section III-C), and the wide range of data col-
lection campaigns that can be carried out with STETOSCOPE
(SectionlIII-D).

A. Overview

An overview of how STETOSCOPE works is depicted
Figure 1, including four main steps.

e Step 1 - Collection Configuration: An administrator
defines and configures a data collection campaign by
specifying a description that explains the purpose of
the collection and the different steps that will guide
the participants. Specifically, the URL(s) to which the
participant will be redirected and the messages that will
allow them to reach the targeted information are defined.
Once the collection is made public, participants have access
to it in the catalog of current data collections (Figure 2).

o Step 2 - User Guidance: Once the participant clicks on
a current data collection, they are redirected to one or a
series of links. Depending on the nature of the link, it can
either open in a browser or in a mobile application. A
banner at the top of the screen with help messages remains
visible (i.e., overlays the current application) to guide the
participant to the information targeted by the collection.
Once this is reached, a button allows the participant to
trigger a screenshot.

o Step 3 - Sending the screenshot(s): Once the participant
triggers a screenshot, it is then sent to the backend server
with some metadata (e.g., the location, the device, the UID).
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Fig. 1. Overview of STETOSCOPE: 1) once configured and published, a collection campaign is visible to participants who may wish to contribute to it, 2)
participants are guided throughout the process to access the desired information, 3) the user triggers a screenshot which is sent to the backend server, 4)
automatic processing of the screenshots allows the results of the analyses to be displayed.

« Step 4 - Automatic screenshot analysis: The administrator
can view the screenshots associated with each data collec-
tion (Figure 3) and manually filter and remove those that
do not comply with the expectations. The administrator can
then extract the text content contained in the screenshot and
apply regular expressions to automatically extract targeted
information. An analysis tab allows viewing a graphical
representation of the results (e.g., the distribution of the
average price of items in a search, or the variation of a
counter over time).

In data collection campaigns that require navigation across
multiple platforms (e.g., to assess whether a search on one
platform can vary the personalization on another platform),
steps 3 and 4 can be repeated by defining a redirection
sequence in the configuration of the data collection campaign.

B. Mobile application

The mobile application of STETOSCOPE is intended for
participants and has been developed using Java for Android.
It requires several user permissions for installation and use,
including the right to overlay other applications and to collect
location information. The overlay permission is required to add
a banner to easily guide the participant through the collection
process and to access the expected information. Location
information is optional and is collected as metadata, along

with the screenshot, to analyze the impact of this information
on personalization. This mobile application consists of two
main interfaces: one for selecting experiments to be performed
(Figure 2) and one for running the experiment. Particular
attention has been paid to clearly and precisely explaining
the purpose of the experiments offered to participants. For
example, all steps are clarified before launching an experiment.
This allows users to freely choose the experiments in which
they agree to participate.

C. Analysis dashboard

An administration dashboard has been designed to manage
data collection campaigns. Its main purpose is to facilitate
the creation and configuration of a campaign, as well as the
analysis of collected screenshots. The dashboard allows for
a comprehensive and precise observation of all screenshots
(Figure 3). It also allows for the comparison of different
screenshots, the extraction of information from them, and the
filtering of the desired data using OCR (Optical Character
Recognition) and regular expressions. Lastly, different visual-
ization options (e.g., scatter plot, histogram) can be configured
to simplify analysis. The dashboard was developed using
the Vite framework and its React/TypeScript combination.
Exchanges with the mobile application are done through a
REST API using the FastAPI framework.
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Fig. 2. The STETOSCOPE mobile application lists the collection campaigns
available to participants.

D. Data Collection Campaigns

The generic and flexible nature of the STETOSCOPE can
prove useful in many use cases, including the analysis of
price and search discrimination, dark patterns, ad targeting,
platform impact, nudging message reliability, information
bubbles, route suggestions in navigation systems, and fairness
bias.

Price Discrimination: To analyze the presence or absence
of price discrimination, we can redirect all users participating
in the data collection to the webpage of the same item.
Once the screenshot is sent to the backend server, the price
can be automatically extracted, and the analysis reports the
distribution of prices provided to participants.

Search Discrimination: Price personalization can occur at
the level of an item (i.e., the price of the same item varies
depending on the user) or at the level of the items presented
during a search (i.e., for the same search, the overall cost of
all returned items varies depending on the user).In this type
of campaign, participants are redirected to the results of the
same search. They are then asked to capture the price of the
first results. Once the screenshot is sent to the server, the price
of the first items is automatically extracted, and the analysis
provides participants with the average price distribution (i.e.,
for the first results).

Ad Targeting: Targeted advertising involves renting banner
ads on specific websites. The content of these ads changes
based on the user’s activity, which is recorded in various ways.
An ad targeting data collection campaign can specifically aim
to analyze the exchange of information between a website
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Fig. 3. The dashboard allows the administrator to easily access participant
screenshots, pre-process them, extract useful information and visualize the
results in graphical form.

and the targeted advertising ecosystem. More precisely, the
user is first directed to a website containing a banner ad,
then to a search engine to perform a search. Finally, they are
redirected back to the original website displaying the banner
ad. A screenshot is taken at each step to verify whether the
displayed ads have taken the intermediate search into account.
If so, it means that the content of that search has been shared
with the advertising network.

Impact of platform: A system’s behavior can change
depending on whether a user uses a browser or a dedicated
application. In this type of data collection, we guide the
participant to a specific platform via their browser and then
through the associated mobile application. We ask the user to
trigger a screenshot in both cases to analyze the differences
once it has been sent to the backend server.

Reliability of incentive messages: To encourage users to
quickly purchase or consume an item, messages are often
displayed, informing them, for example, that only a limited
number of items remain available and that other users are
about to make a purchase. However, verifying the reliability
of these messages is difficult. In this type of campaign, we
collect the counters associated with the items to verify their
consistency automatically.

Dark patterns: Dark patterns are increasingly used to
encourage users to take action (e.g., consent, purchase). They
are embodied by visual tricks of various kinds (e.g., buttons
of different shapes, colors, and locations). To characterize
the most commonly used dark patterns, we can redirect
participants to websites and trigger a screenshot while they
are there. These dark patterns will then be analyzed on the
administration dashboard.

Fairness bias: Different treatment may be applied to differ-
ent groups of individuals. For example, men may be offered
higher salaries than women. To highlight these practices with
STETOSCOPE, an indirect observation method can be used:



Platforms
AliExpress, Amazon, Boulanger,
Cdiscount, Conforama, Fnac, Temu.

Services
E-Commerce

Lodging reservation services | Booking

Bus and Train Operator Flixbus

Employment website Indeed
TABLE I

OUR DATA COLLECTION CAMPAIGN INCLUDED E-COMMERCE, HOTEL AND
BUS/TRAIN BOOKING, AND RECRUITMENT PLATFORMS.

asking men to participate in one campaign and women in
another. Analyzing the screenshots then makes it possible to
detect this fairness bias.

IV. PRELIMINARY RESULTS

In order to evaluate the relevance of our solution, we carried
out preliminary collections with a small population of users
(Section IV-A). Our preliminary results show evidence of price
discrimination by some e-commerce platforms, especially
AliExpress where this practice is systematic (Section IV-B).
Our preliminary results also show a generalization of search
discrimination on e-commerce platforms with a large variation
in average price for the top 3 items associated to a search
(Section IV-C). Finally, we also observed a number of in-
consistencies regarding the discounts during and after Black
Friday or the Christmas period, and some counters with a
non consistent behavior over time (Section IV-E). However,
we did not observe gender discrimination in salary on the
Employment website platform and price discrimination on the
bus operator’s website.

A. Experiment setup

Recruitment: We conducted initial data collection
campaigns between November and January 2025. We
recruited about twenty young participants (with an average
age of around 22) for our data collection through a course
offered to final-year students in the computer science
department at INSA Lyon, France. This recruitment process
ensured that data was collected simultaneously for all
participants. Participants were not paid, their participation
was anonymous and voluntary (i.e., they could decline
without penalty), and the course was not graded.

Targeted platforms These campaigns targeted e-commerce
platforms, a hotel booking platform, a bus and train booking
platform, and a recruitment platform. More precisely, we
analyzed price and search discrimination on e-commerce and
hotel booking platforms, dynamic pricing on the bus and
train ticket booking platforms, and fairness biases regarding
salaries between men and women on the recruitment platform.

B. Evidence of price discrimination

Most of the platforms analyzed did not exhibit price dis-
crimination, meaning that users were served with the same
price for the same item. Only the e-commerce platform
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Fig. 4. Price discrimination on AliExpress: for the same item, its price varies
considerably between participant, ranging from less than 3 euros to almost
10.5 euros (each line and each point represents a participant).

AliExpress almost systematically exhibited this type of be-
havior during the data collection campaign we conducted on
headphones. Figure 4(a) shows the cumulative distribution of
the displayed price for our user population. Results show that
the displayed prices varied between approximately €3 and
almost €10.5, with an average of around €8.50. We also see
that 25% of users saw a price displayed below €6.50, and
25% saw a price displayed above €9.50. However, we did
not identify any correlation between the smartphone model
and the displayed price. Figure 4(b) shows the displayed price
over time, depending on the participant. This evolution does
not show consistent behavior based on stock levels, raising
suspicions of price manipulation.

C. Evidence of search discrimination

Although price discrimination was observed on only one
platform, search discrimination was noted on the majority of
platforms studied. This means that for the same search, the
first items presented to the user had different average prices.
Figure 5 depicts the variation in the average price of the top 3
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Fig. 5. Search discrimination on Amazon: the average price of the top 3
items returned after a search varies considerably.

items on Amazon related to a search for a laptop. The results
show a large average price disparity, ranging from less than
€200 to around €1600. On average, this price is around €300,
but 20% of users had an average price for the top 3 items of
over €1000. Here again, we did not identify a correlation
between average price and mobile phone model.

D. Fake discounts

During our data collection campaign, we were also able
to analyze the practices adopted during Black Friday and
Christmas time. More specifically, we analyzed the discounts
displayed during and after the sales period. We found that
the advertised discount did not correspond at all to the price
variation of the item between Black Friday and the following
days, nor before and after Christmas. Moreover, sometimes the
item’s price did not change, and only a discount message was
added during Black Friday or before Christmas. This behavior
was observed mainly on the Temu e-commerce platform dur-
ing Black Friday and on many e-commerce platforms during
Christmas period. Figure 6 shows the price and discount for
an item on Temu. We can see that during Black Friday, this
item was displayed at €136.46 with a -72% discount, and
that after Black Friday, this item was displayed at €150.03.
Furthermore, we can see the various dark patterns adopted in
the user interface to stimulate the user to buy quickly to take
advantage of the promotional offer, where the -72% discount
is clearly highlighted. Figure 7, in turn, depicts the price of
items before Christmas, which appears to be reduced, but their
prices remain the same after the Christmas period.

E. Inconsistency counter

We also analyzed the consistency of different counters
present on the interfaces. In one case, on Booking.com,
we observed a counter that varied inconsistently over time.
Specifically, the hotel experience counter displayed a value
that decreased over time, whereas we would expect the value
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to increase. This could be due to an implementation bug or a
problem with the counter’s definition.

V. LIMITATIONS

Our work has limitations. It is difficult to fully understand
black-box systems such as personalization. STETOSCOPE is
a very useful resource for analyzing the black-box output.
However, we do not know what information led to this per-
sonalization. It would be interesting to combine STETOSCOPE
with a request for access to personal data managed by the
platforms (the right to data portability defined in the GDPR)
to better understand the overall behavior of personalization.

STETOSCOPE raises ethical issues. First, this application
platform uses personal data, specifically screenshots of the
mobile device and a few associated metadata. This data is not
necessarily sensitive in itself, but it can contain additional sen-
sitive data (e.g., the presence of notifications). To reduce risks,
participants trigger the screenshots themselves. In addition,
once the useful information is extracted from the screenshot,
the rest of the capture is blurred. We took as many precautions
as needed to guaranty informed consent and security of data
storage and processing (e.g., the data is encrypted server-
side). The DPO of the authors’ institution has validated the
application.

VI. DISCUSSION AND CONCLUSION

To shed light on the mechanisms of personalization, we
present STETOSCOPE, a participatory research tool for un-
derstanding mobile targeting and manipulation. STETOSCOPE
guides participants through a website or mobile application
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period.

until the relevant information is captured via a screenshot. This
operation, although simple, ensures unbiased data collection
from real users and allows for the analysis of a large number
of widespread practices on the Web that raise serious questions
ranging from manipulation and discrimination to the exchange
of personal information. Relying on participatory research

to address these societal concerns allows citizens to become
involved in these issues.

The new Digital Services Act (DSA) regulates the practices
of platforms. It would be worthwhile to conduct a legal
analysis of our observations in relation to this regulation.

Finally, it would also be interesting to compare the results
of the analyzes from STETOSCOPE with an analysis based on
automated querying of the platforms by bots.
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