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Abstract—Today’s users are concerned about the privacy of
their personal or sensitive information on the Web because of
the different techniques being employed to track their activities
and behaviour online. Privacy laws like the GDPR, CCPA, etc.,
provide some control to the user to decide whether they would
like to share their personal data online and what and how much
they are willing to share. These laws require the websites to
be transparent to the users about what information they are
collecting and how that information shall be used, and insist
that the websites obtain explicit consent from the users before
collecting this information. However, the consent given by the
users may not always be honoured by the websites, by tracking
the user despite their rejection of advertisement and analytics
cookies. Additionally, recent studies in the area also show that
websites often utilize dark patterns through manipulative design
choices. This affects the consent choices of the users, thereby
tricking them into consenting to share more information than
what they actually intend.

We propose an alternate consent management system that
shifts the trust from the web servers to browsers, i.e., instead of
relying on servers to obtain and comply with the consent provided
by the user, we delegate this task to the web browser. In our
approach, the browser obtains and stores the consent of the user
for the visited websites through a standard consent banner in the
user’s preferred language, irrespective of the website’s language.
The cookies set by the websites are then subject to this consent
provided by the user, as each of the cookies carries an additional
attribute that identifies their category. This approach provides
an easier way for users to manage consent for different websites
without having to search for policies and compliance with the
websites while also solving the language barrier. We modified the
Nightly Firefox build to integrate an additional cookie attribute
that stores the purpose of the cookie, a consent banner to get
the user’s cookie preferences and implement the required checks
during cookie access.

We believe this approach offers a streamlined and more
transparent methodology for managing consent, making it easier
to audit and maintain.

I. INTRODUCTION

In recent years, users have become more aware of the
privacy of the data that they share on the internet. Many privacy
laws like GDPR [24], CCPA [15], etc., have come into effect
in different regions of the world to ensure that the tracking
and sharing of user data happen with the permission and
knowledge of the users. The websites need to obtain explicit
consent from the users before they collect personal data or
store tracking information other than what is required for the
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Fig. 1: Current Consent Management Framework

proper functioning of the website. They are also obliged to
share with users the different ways in which their data will
be used. Websites normally use consent banners to obtain user
permissions and store tracking data in cookies, localstorage,
etc. In the current framework, web servers are trusted to respect
the consent provided by the users.

Figure 1 illustrates the current framework used by websites.
Suppose a user visits a website, example.com, from their
browser 1 . The browser sends a request to the server to
retrieve the web page, and the server responds to the request
along with the strictly necessary cookies required for the
proper functioning of the website 2 . The webpage also shows
a consent banner to the user to obtain their permission 3 .
Suppose the user selects functional, analytics, and marketing
cookies but not advertisement cookies in addition to the strictly
necessary cookies. These choices, when shared with the server,
result in additional cookies belonging to the selected categories
being sent by the server 4 . The major concern with this
approach is that it is not clear whether the servers and the
third-party scripts on a web page abide by their privacy policy
and consent provided by the user. In other words, it is possible
that the server may set more cookies (at 5 ) than were agreed
upon by the user, and the user does not have an easy way of
checking if their consent is respected.

The absence of clear regulations and standardized imple-
mentation practices complicates the auditing process, making it
difficult to identify potential violations and ensure compliance.
The current consent management framework faces several
challenges and limitations:

1) Previous studies [26], [43] have shown that the text and
design used for informing the user is not consistent and
may not abide by the legal regulations. Ideally, the list of
cookies stored in the browser should match those listed
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in the website’s privacy policy, but this information is not
always easily accessible.

2) Websites may not be available in the user’s preferred
language, and hence the consent banner’s text may not
be comprehensible to the user.

3) Prior works have identified dark patterns used by web-
sites or consent management platforms (CMPs) to trick
users into consenting to share more information than
intended [9], [10], [12], [25], [27], [36], [41], [45].

4) Since there is no standard way to identify whether the
cookies belong to a specific category, it is difficult to
identify non-compliance when optional cookies are set
even after consent is not provided. Recent studies have
shown that websites often set more cookies than users
consent to, and not all cookies stored in the browser match
those listed in the privacy policy [7], [11], [13], [16],
[28], [44]. However, these methods are not completely
accurate in identifying the category of the cookies, leading
to either functionality breakage of the website or leaving
them vulnerable to bypassing [20].

5) The representation of the user’s consent and storing the
same in the browser is not standardized. The websites are
free to use any format to use and share the user’s consent.
While frameworks like [8] and [3] have been suggested
and recommended by regulators, not all websites use these
frameworks.

The goal of our work is to design an alternate unified frame-
work for consent management that provides better transparency
to the user and easier adaptability and legal compliance for the
websites.

Recent work by Bruhner et al. [14], which built on the
Advanced Data Protection Control [29], proposed moving the
responsibility to the browser by providing guidelines for how
such an enforcement on the browser side may work. The idea
is to delegate the task of consent management to the browsers
that, based on the preferences of the users, allow or deny
cookies to be set by websites. We further build on this work
providing concrete action items for putting such a system in
place. In this work, we develop an approach to standardize user
consent management such that the browsers ensure consent
compliance for a website.

The advantages of this approach are manifold: (1) browsers
can ensure that the users’ inputs are processed correctly
without relying on an extension (2) this removes the language
barrier, which makes it difficult for certain users to comprehend
a consent banner across boundaries (3) there is accountabil-
ity for the websites when tagging the cookies with specific
purposes, which is not available in the current setting.

To enforce this, we propose an additional cookie attribute
that records the purpose of each of the cookies. This would
require the server to specify the category of the cookie as a
cookie field while creating it. This would be stored and used
at the browser end to decide if a particular cookie is allowed
in a session.

Additionally, the browser exposes an option that allows the
user to select different categories of cookies that they consent
to. Based on the choices selected by the user, the browser
enforces checks on the cookies and removes those whose
purpose does not match the choices. To ensure that the third-

party scripts do not misuse the attribute, we enforce that only
the host can set cookies that are tagged as strictly necessary.
Similarly, we allow only the first-party or host scripts to modify
this attribute of the cookie.

As a prototype, we instrument the Nightly Firefox build
to process the additional cookie attribute when set by the
host page or the scripts and store it in a protected manner
in the cookie jar of the browser. In the default setting, we are
currently implementing the interface to expose an option to
the user in the browser for selecting their choices. We store
the user’s consent as a browser preference and use the value
to compare it with the category of the cookie being set.

Our framework provides a streamlined way to manage
consent for the users while providing trust and accountability.
Next, we discuss some of the related works in the area that
inspired our approach, followed by the detailed methodology
and the planned future work.

II. RELATED WORKS

A. Cookie classification

In this section, we discuss the works that have evaluated
the current scenario of consent management. Previous works
that have tried to classify cookies into categories have had to
depend on either privacy policies, cookie tables, or machine
learning and natural language processing techniques. However,
these efforts either do not cover every website’s declaration of
cookies or are not entirely accurate in classifying the cookies.
Some of the popular approaches of handling the cookie banners
at the client side include Consent-O-Matic [17], [36] and
Autoconsent [35] that depend on the presence of particular
CMPs to handle consent at the user end. However, they can
only be used on websites that use the supported CMPs.

Hu et al. [28] propose a cookie purpose classifier using
Naive Bayes classifier; they used Cookiepedia [38] as their
training data and could only achieve an F1 score of 83%.
Similarly, in the work by Calzavara et al. [16], their model’s ac-
curacy was 83% for cookie classification. Bollinger et al. [11]
give a client/user side solution to enforce GDPR by deleting
the cookies that are not consented to by the user. They use ma-
chine learning to classify the cookies, which are then deleted
based on the consent provided by the users. However, the
classification may not be extensible to all websites since their
training data only contained data from policies of websites
from three CMPs. While we propose a similar client-side
solution, our approach requires explicit labeling by the server,
thereby avoiding the (machine) learning phase altogether.

B. User studies and dark patterns

Recent user studies have shown that users find it difficult
to manage privacy on their end because of the long and
incomprehensible privacy policies and cookie banners. The
study by Alharbi et al. [9] evaluates user perspectives on
privacy and security by assessing cookie interfaces of e-
government websites from 50 countries across Europe, Amer-
ica, Oceania, and Asia, using individual expert review methods.
Their research highlights significant usability issues, as many
websites fail to meet privacy guidelines, resulting in poor
user awareness and management of privacy settings. Over
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90% of the websites were found to use dark patterns, which
mislead users and complicate their privacy choices. The study
concludes with recommendations for designing user-friendly
and GDPR-compliant cookie interfaces to enhance user trust
and control over personal data.

Various prior works [10], [12], [25], [27], [36], [41], [45]
discuss the existence of dark patterns [23] adopted by websites
in order to manipulate the users into accepting the cookies in
their browser. Despite the presence of well-defined regulations
like GDPR, Nouwens et al. [36] showed that 88.2% out of
680 examined websites that use CMPs violate the simple
requirements mentioned by GDPR. Similarly, other works by
Bielova et al. [10] and Gray et al. [25] also study the effects of
dark patterns and their prevalence on websites, with a focus on
the legal specifications as well. Some other studies that focus
on dark patterns include [12], [27], [41], [45].

Additionally, the security implications discussed in Klein
et al. in their work [34] regarding cookie banners indicate
the implications of accepting consent cookie banners. They
show that accepting consent increases the third-party scripts
by 45% and exposes them to a 63% increase in information
flow on average. They further show that their XSS exploits
worked on 55% websites when consent is given, indicating
the serious security vulnerabilities added to a website when
third-party scripts are added due to default acceptance being
given to a website. Understanding the security implications of
cookie banners further reinforces the importance of design-
ing cookie consent notices that facilitate informed decision-
making. Bouhoula et al. [13] present a tool that uses NLP
to identify non-compliance, which reports that 65.5% of the
websites offering a rejection option likely collect user data
despite explicit negative consent.

C. Legal aspects of enforcement

Another side to this is that the legal aspects of the privacy
laws and acts are not very specific and direct for website devel-
opers to follow. In their work, Santos et al. [42] studied the ef-
fectiveness of GDPR, where they provide specific requirements
for developers and regulators to ensure privacy and discuss
verification challenges. They also address inconsistencies in
policies among different Data Protection Authorities (DPAs)
and the need for standardization. Similarly, Degeling et al. [19]
conducted a measurement study and observed a 16% increase
in the display of cookie consent interfaces among 6,579 evalu-
ated websites after the GDPR came into effect. The Interactive
Advertising Bureau Europe’s (IAB Europe) Transparency and
Consent Framework (TCF) was subsequently developed as
a standardized approach by industry stakeholders to manage
user consent and preferences for data processing and targeted
advertising. Complications arising from its deployment led
the developers to depend on different consent management
platforms (CMPs) to abide by the regulations. Toth et al. [44]
emphasize that website publishers need to monitor user-data
processing and consent management and not leave it to the
CMPs. They discuss how the CMPs may not comply with the
law and use deceptive design schemes.

D. Alternate frameworks for consent management

The Platform for Privacy Preference Project (P3P) [46]
is a framework proposed to ease the visualization of privacy

policies at the user-end for taking user consent and enforcing
the user’s preferences at the server end. The Privacy Bird [18]
was one of the implementations of this framework, and ex-
tensions include proposals like [37], [40]. However, these ap-
proaches were not adopted. These frameworks involved scan-
ning through privacy policies, mapping user preferences to the
HTML input elements, etc. These also involved cooperation
between multiple parties and difficult-to-implement changes at
both the client and server-side due to the unambiguous nature
of the privacy policies or banners and consent banners provided
by the websites.

Global Privacy Control [2] is a browser-based solution to
signal the websites to indicate that the user does not want to
be tracked. Zimmeck et al. [47] in their study discuss how
DNT signal [1] and other consent storing standards like IAB
provided USP flag [3] can be used to check its enforcement.
Few studies [5], [39] discuss how the Do Not Track (DNT) flag
in the header is not respected by the websites, which further
highlights the need for a browser-based solution. Our solution
will not leave it on the website to respect the users’ choice
and will do that on the browser end.

Another such technical specification proposed in recent
years is the Advanced Data Protection Control (ADPC) [29].
The motivation was to have bidirectional communication be-
tween the user and the server by sending the user’s consent to
the server as part of the header. Additionally, interaction with
the banners becomes easier by interacting with the extension
that abides by the legal regulations. However, consent and
cookie management are still being done on the server side in
this case. The server is expected to honor the user’s consent
and set the cookies the user has consented to.

Bruhner et al. [14] propose a framework extending the
ADPC as ADPC+, which moves this responsibility to the
browser. The framework suggests five requirements — (1) no
cookies are stored before the user’s consent is given, (2) all the
information to be given by the data controller will be available
at a specific location for the browser to fetch and enforce
on the browser side, (3) user will be able to change their
consent, (4) update in the user’s consent will be communicated
to the server through the header, and (5) cookies other than
ones classified as necessary, require user’s consent. We further
build on these suggestions, providing concrete enforcement
strategies to realize the framework’s goal. Instead of fetching
the privacy information from the server at the run-time, we
propose to get the purpose of each cookie as an attribute itself.
Additionally, such labeling can be extended to other storage
objects as well, which have been found to store consent-related
information as well in prior studies [32], [33]. We believe that
our development would further the potential applicability of
the abstract model from Bruhner et al. [14], showcasing the
benefits of this approach.

III. METHODOLOGY

In this section, we describe our proposed framework. Recall
that the server plays an important role in managing consent in
the current framework (Figure 1). It is responsible for obtaining
consent from the user (sometimes via a CMP), recording their
preferences, and, accordingly, setting the cookies on the client
side based on the mapping defined in their cookie/privacy
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Fig. 2: Proposed consent management framework

policy. However, as prior works have shown, servers may not
be handling the users’ consent as per their policy [11], [13],
[25], [44].

Our proposed framework attempts to standardize the ap-
proach by handling consent on the client side (browser).
Figure 2 illustrates the different steps involved when handling
consent on the browser side.

1 User visits the website.
2 Browser sends a request to the server.
3 Server sends the response along with all the cookies

labeled with categories as an additional attribute.
4 Browser asks the user for their preference.
5 Based on the user preference, selected cookies are stored

at the client. The preference is also recorded for future
visits.

While our approach shifts the responsibility of handling
consent to the browser, it still relies on the server to decide
the category associated with the cookies, thereby ensuring that
the functionality of the website is not broken. This is in line
with the current architecture where the server decides which
cookies to keep in the browser based on the user preferences
and the mapping in the privacy policy.

Next, we discuss the main aspects of our architecture and
the proposed modifications.

A. Server-side modifications

The server’s main task would be to add an additional cookie
field/attribute when setting the cookies on the website. This
makes the adoption easier since there is no need to deploy
a CMP explicitly to register and manage the user consent.
Similarly, third-party scripts on the page, which query the
CMPs for consent in the current scenario, can now query APIs
provided by the browser to access the users’ consent.

For example, a strictly necessary cookie with the
additional field ‘Category’ would be: ”sess id=12345;
path=/; domain=hostdomain.com; secure; HttpOnly;
SameSite=Strict; Category=1000”.

B. Browser-side changes

We modified the Nightly Firefox build to partially enforce
the suggested browser modifications. We describe the changes
done so far and their extensions.

a) New cookie attribute: To add an additional cookie
field or attributes and the required checks for using this
attribute, we modified the files related to handling cookies. In
Firefox, we add 150 lines across six primary files that handle
cookie-related services. We store the category along with every
cookie, which is a four-digit integer. Each digit represents one
of the four categories, ‘necessary’, ‘functional’, ‘analytics’,
and ‘advertisement’, in this order, that the cookie can belong
to.

We selected these four categories following the established
classifications recommended by GDPR [6] and UK ICC [4]
cookie guidelines. While these categories were sufficient for
our proof-of-concept implementation, our framework is de-
signed to be extensible. The bit-based category representation
can be expanded up to 64 bits to accommodate additional
categories as defined in more comprehensive standards like
IAB Europe’s Transparency and Consent Framework (TCF)
[30].

By default, the value of the category attribute of the cookies
is set to 0000. The default value would block access to the
cookie since it does not belong to any category. For example,
category=0010 indicates that the cookie is used for analytics
by the website. This format of the attribute will make it
easier for the cookie to belong to multiple categories. For
instance, if a functional cookie is used for analytics for the
website’s proper functionality, the website may set the attribute
as category=0110. A cookie marked with multiple categories
will only be accepted if both those categories are accepted by
the user. However, necessary cookies are allowed by default,
irrespective of the other categories. Access to cookies marked
with no category (i.e., 0000), by default, will be blocked.

We added this additional cookie field to the cookie structure
and modified CookiePersistentStorage.cpp, which handles
the database storage operations. The responses are handled
in the CookieService.cpp and CookieServiceChild.cpp, which
ensure that only user-consented cookies are sent in the re-
sponse. The checks made in these files include (1) change to
the category field of a cookie, which will only be allowed by
a script belonging to the host domain. Similarly, we want to
(2) refrain the third-party scripts from being able to set strictly
necessary cookies and limit it to the host page scripts.

b) User interface: We create a built-in extension that
injects a cookie banner on the webpage. This banner provides
the following features:

• Simple and concise design and language.
• Check boxes for each category for fine-grained selection.
• Explanation of each category.
• Accept all and Reject all buttons
• Drop down to change language preference.

c) User consent preference: We save the user’s con-
sent preferences as part of the browser preferences. Con-
sent is stored for every website in the form of 4 integers,
similar to the proposed cookie attribute. For example, con-
sent object=1010 indicates that the user has consented to
necessary and analytics cookies. This object will be used to
make checks when the cookies are accessed. By default, the
value of this object is set to allow necessary cookies, i.e., 1000,
and the category attribute of the cookies is set to 0000. The
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default value would block access to the cookie since it does
not belong to any category.

The user can provide their language preference through
the privacy and security preferences page. This would then be
useful to later the cookie banner in that language.

This page also includes the list of domains and the corre-
sponding consent given by the user. This can further be visited
by the user to change for future visits.

d) Consent update event listener: If a user accepts
advertisement and analytics cookies, third-parties receive these
cookies. Regulations [15], [21], [22], [24], [31] require these
third-parties to stop processing on the user data if the user
decides to later change their consent. This is usually achieved
by the CMPs by providing an event listener on the button clicks
on the consent banner.

Since the user can change their preferences at any point,
we additionally propose to add an API for accessing the user
consent storing string to obtain the consent object’s value
whenever it changes. This way, the scripts can be notified of
the updated consent.

IV. PRELIMINARY EVALUATION

Our implementation establishes user consent preferences
as a browser-level configuration maintained within a dedicated
consent object. This approach enables systematic consent val-
idation for cookie operations. When any cookie access is
attempted, the system automatically compares the cookie’s
declared category against the stored user preferences in the
consent object.

To validate our implementation, we developed a com-
prehensive test environment consisting of a demo website
specifically designed to create and manipulate cookies with
explicit category assignments. We conducted systematic testing
using our instrumented browser implementation , focusing on
the following critical security and functionality aspects:

1) Access to cookies should be blocked when the category
is not allowed by the user.

2) Access to cookies should be blocked when the category
attribute is not set by the server while creating cookies.

3) Script domain that is not the creator should not be able
to write the category attribute of the cookie.

Our framework successfully addressed all test scenarios,
demonstrating effective browser-side consent management.
The testing process also revealed several implementation
constraints and potential areas for enhancement, which we
examine in detail in Section VI. These findings include con-
siderations for scaling the solution across diverse web appli-
cations, handling legacy cookies, and potential performance
optimizations.

V. LIMITATIONS

a) Malicious Cookie Category Classification: A signif-
icant security concern arises when servers deliberately mis-
classify cookie categories, particularly by designating non-
essential cookies as ”necessary” to circumvent user consent
mechanisms and ensure default browser acceptance. This

vulnerability persists in the current scenario. However, our
proposed framework introduces accountability by maintaining
an immutable record of declared cookie purposes within the
browser’s storage mechanism.

b) Implementation Requirements for Novel Cookie At-
tributes: The incorporation of additional cookie attributes
necessitates modifications to server-side implementations, re-
quiring developers to update their existing codebase. This re-
quirement aligns with historical precedents of security attribute
implementations, such as the SameSite attribute, where similar
modifications were necessary to enhance security measures.
The established pattern of adopting new security attributes
demonstrates the feasibility and acceptability of such imple-
mentation requirements.

c) Other consent storage mechanisms: While prior re-
search has explored storing consent preferences in local storage
[9], extending our cookie-based consent mechanism to local
storage presents unique challenges. Unlike cookies, which
possess a structured format with well-defined attributes, local
storage implements a simple key-value pair model accessed
through basic setter and getter functions. This architectural
difference necessitates a different approach to consent man-
agement. We propose two potential solutions: (1) introducing
new specialized setter and getter functions that incorporate
consent categorization as part of the storage operation, or (2)
modifying the existing API functions to mandatorily include
consent information. This adaptation is crucial to maintain
consistent consent management across different client-side
storage mechanisms.

d) Essential third-party cookies: By default, we don’t
provide the option for third-party cookies to be marked as
necessary for security reasons. However, SSO and similar
authentication cookies are set by third-party but are often
essential for functionality, and blocking them based on domain-
level consent could break critical website features. Possible
solutions for the same could be to (1) add a special category
for essential third-party services or (2) white list SSO providers
like Google, Facebook, and Microsoft at the browser level.

VI. DISCUSSION

The main goal of our work is to build a robust framework
for consent management, addressing certain shortcomings of
the current model, which we discuss next.

a) Mismatch between cookies and policy: Previous
studies have shown that consent management by servers or
CMPs is often poorly enforced, with more cookies being set
than those accepted by the user. To verify this mismatch,
users must manually check the privacy policy for cookie
purposes, which most don’t do. Although some solutions
intercept and modify cookies based on consent, they rely on
data analysis or machine learning, leading to false positives
and negatives. Websites can bypass these methods once they
learn the heuristics used.

Our proposed approach tags the cookies with the purpose
listed in the privacy policy of the webpage, providing an
accurate means of managing cookies. As is already possible
with the current model, the servers can still misinform the
browser about the purpose of the cookie by incorrectly label-
ing the cookie’s purpose. However, the server can be held
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Fig. 3: Consent banners on different websites

accountable for setting the purpose as the cookie is stored as
part of the browser.

b) Standardized means for consent collection: Every
website has a different means for collecting consent from the
user (Figure 3). While some of them show their own consent
banners to collect consent from the users, some other websites
employ consent management platforms (CMPs) for managing
consent. Moreover, there is no standard banner that a user
interacts with across different websites, making it a difficult
and unpleasant experience for the user. Additionally, these
banners may be displayed inconsistently to users depending
on their geographic locations. With the consent management
delegated to the browser, the user would view a standard
option for providing consent, thereby reducing the confusion
and complications that would have arisen across multiple
interfaces.

c) Consent in private modes: Another challenge with
consent management is the lack of access to consent when the
private or incognito mode in the browser is used. This makes it
a repetitive task for the user every time they access a webpage,
requiring them to provide their consent on every access. With
the task delegated to the browser, the consent can be recorded
once and used across all modes in the browser without having
to obtain the input from the user.

d) Language barrier with consent banners: A major
issue with the current framework is the language barrier when
accessing websites in different countries. For instance, many
of the consent banners for users in Germany are shown in
German; users who may not have knowledge of the language
require a translator to understand the text and the options. This
makes it difficult for the user to check the right option without
having the translation in place. The browser, on the other hand,
can display the options in a language that the user understands,
making the process of providing consent easier for the user.

e) Functionality Breakage: By default, the value of the
category attribute for a cookie is set to 0000, blocking any
access to this cookie. While this will ensure that the category
attribute is used properly, this may result in functionality
breakage if a legitimate cookie was mistakenly not categorized.
For cases like this, we propose to alert the server in a separate
header that contains these cookies and who tried to access
them. Orthogonally, we are collecting the data pertaining to

the use of strictly necessary cookies by third-party scripts
and determining the breakage that it may cause in the current
framework.

VII. FUTURE PLANS

We have currently implemented the parsing of additional
cookie attributes on the browser side to show the possibility
of enforcing the checks. We tested the implementation with
a server sending the custom attributes and showed that the
attribute is properly handled in the browser. As our next steps,
we would implement an interface in the form of a button
or an extension that allows the user to specify their consent
options on a per-website basis and/or across all websites. We
also need to enforce the rules on JavaScript access of consent
and expose necessary interfaces for scripts to access the users’
consent from the browser. Another interesting direction for
future work is to explore the possibility of extending this to
localstorage objects, which are used by some of the websites
to store consent.

Upon completing a comprehensive implementation and
gathering extensive feedback from the research community,
we plan to engage with standards organizations like W3C. The
browser-level cookie categorization and consent management
approach could be proposed as a web standard, complementing
existing privacy-focused initiatives. We believe standardization
would be a crucial step toward widespread adoption by browser
vendors and eventual integration into the web ecosystem, ulti-
mately enhancing user privacy protection across the internet.
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